
(Continued) 

******************************************************************************

RECOMMENDED ACTION OF THE EXECUTIVE DIRECTOR 

  

1. Approve Dakota State University’s proposal for a Doctor of Science (D.Sc.) in Cyber 

Security as described in Attachment I. 

 

2. Authorize the University to deliver the Doctor of Science (D.Sc.) in Cyber Security 

online. 

SOUTH DAKOTA BOARD OF REGENTS 

 

 Full Board 

 

AGENDA ITEM: 26 – 1 (a) 

 

DATE: April 2-3, 2014 

 

****************************************************************************** 

 

SUBJECT: New Program: DSU D.Sc. in Cyber Security  

 

Dakota State University (DSU) has submitted a proposal for a Doctor of Science (D.Sc.) 

in Cyber Security. The program will prepare students for cyber security careers in government 

agencies, the private sector, and higher education. Students in the Cyber Security program would 

benefit from access to DSU programs and courses in Information Systems, Information 

Assurance, and Applied Computer Science; those programs likewise would benefit from the 

expansion of Cyber Security courses. 

 

The Board approved the Intent to Plan at the April 2013 meeting with the following 

conditions: 

 

1. The University will not request new state resources or additional facilities to develop, 

implement, or maintain the proposed program. The program proposal will identify the 

sources and amounts of all funds needed to operate the program and the impact of 

reallocations on existing programs.  

2. The University will research existing curricula, consult with experts concerning the 

curriculum, and provide assurance in the proposal that the program is consistent with 

current national standards and with the needs of employers.  

3. The proposal will define the specific knowledge, skills, and competencies to be 

acquired through the program and demonstrate how each will be obtained in the 

curriculum.  

4. The proposal will identify the specific measures to be used to determine whether 

individual students have attained the expected knowledge, skills, and competencies and 

the consequences for students who do not achieve at the expected levels. 
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University Mission and Priorities 

 

The proposed program is within the statutory mission of Dakota State University as 

provided in SDCL 13-59-2.2:  

 

The primary purpose of Dakota State University in Madison in Lake County is to provide 

instruction in computer management, computer information systems, electronic data 

processing and other related undergraduate and graduate programs. The secondary 

purpose is to offer two-year, one-year and short courses for application and operator 

training in the areas authorized by this section.  

 

This authorization includes the preparation of elementary and secondary teachers with 

emphasis in computer and information processing.  

 

Except for degree programs in existence during the 1983-1984 academic year, the unique 

baccalaureate programs authorized for Dakota State University shall not be duplicated 

by the Board of Regents. 

 

Board Policy 1:10:5 Dakota State University Mission Statement includes authorization 

for a number of graduate programs:  

 

 Masters degree programs are approved in education and information technology. 

 

A Doctor of Science degree in Information Systems is approved. 

 

System Strategic Goals 

 

The proposed program supports the system strategic goals (Policy 1:21): 

 

•Promote growth of research initiatives.  

•Expand graduate education.  

•Academic programs to meet workforce needs.  

•Offering programs online.  

 

Workforce Need, Student Demand, and Projected Graduates 

 

DSU cites multiple sources indicating national shortages for cyber security professionals 

as both practitioners and teachers. Graduates of the program are expected to find employment in 

private industry, local/state/federal government agencies, and as faculty members at institutions 

of higher education (Attachment I, Section #1). It is expected that many of DSU’s undergraduate 

and graduate students in computer science and information assurance will be pursue the doctoral 

program in cyber security (Attachment I, Section #6). DSU expects to admit 20 students and 

graduate 18 students each year (Attachment I, Section #6). 
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Development and External Review 

 

The curriculum was developed with reference to the National Initiative for Cybersecurity 

Education (NICE) (Attachment I, Appendix A) and the standards identified in the National 

Security Agency’s “Centers of Academic Excellence in Cyber Operations” (CAE-CO) program 

(Attachment I, Appendix B). The Board’s external review consultants (Board Policy 2:1 

External Review of Proposed Graduate Programs) were Dr. William R. Mahoney, an Associate 

Professor of Information Assurance at the University of Nebraska-Omaha and the Director of the 

Nebraska University Center for Information Assurance (NUCIA), and Dr. Drew Hamilton, 

Associate Vice President for Research and Professor of Computer Science and Engineering at 

Mississippi State University. The consultants interviewed faculty and administrators during their 

visit to DSU on March 18; the consultants viewed the proposed program favorably and their 

preliminary  report is provided as Attachment II. 

 

Board Policy 

 

DSU does not request any exceptions to Board Policy. 

 

Off-Campus and Distance Delivery 
 

DSU seeks authorization for delivery of program content on campus and online. 

 

Budget and Resources 

 

DSU is not requesting new State resources or student fees to implement the program. 

DSU expects that expenses related to the program will be covered by existing fees, external 

resources, and self-support tuition revenue (Attachment I, Section #10). 

 

 

 

 



South Dakota Board of Regents 
New Graduate Degree Program 

 

University: Dakota State University 

Proposed Graduate Program: Cyber Security 

Degree: D.Sc. 

    Existing or New Degree(s): Existing 

Intended Date of Implementation (term): Fall 2014 

Proposed CIP code: 110101 

University Department   

University Division College of Business & Information Systems 

 

University Approval 
To the Board and the Executive Director: I certify that I have read this proposal, that I believe it 

to be accurate, and that it has been evaluated and approved as provided by university policy. 

 

 

  

 

February 25, 2014 

                  President of the University  Date 

 
After approval by the President, a signed copy of the proposal should be transmitted to the Executive 

Director.  Only after Executive Director review should the proposal be posted on the university web site 

and the Board staff and the other universities notified of the URL. 

 

1.  What are the purposes of the proposed program? 
 

Dakota State University requests permission to offer a Doctor of Science degree program in 

Cyber Security to:  

 Capitalize on DSU’s expertise in cyber security by offering a terminal degree in a highly 

technical degree program; 

 Support federal, state, and local government agencies and the private sector by providing 

highly skilled cyber security professionals to conduct cutting-edge research and work;  

 Support higher education institutions with a much-needed infusion of additional faculty 

members who can teach in the most technical areas of cyber security;  

o There is strong evidence demonstrating a current shortage of quality cyber 

security professional sin the workforce today.  According to the Washington Post 

by 2015 the US Military’s Cyber Command will quadruple its current size, 

creating 4000 additional cyber security jobs.  Allen Paller who is the Director of 

Research at the SANS Institute provided the following quote which demonstrates 

the current cyber security work shortage is not just a federal government or 

military problem “every other critical part of the economy needs the same people 

– banks, power companies, telecom, defense contractors, civilian and state 

governments, and hospitals.” (http://trusecconsulting.com/2013/10/15/shortage-

cyber-security-professionals-felt-worldwide/).  In order to help assist with the 

challenge of producing qualified graduates in cyber security the White House has 

called for “a national strategy, similar to the effort to upgrade science and 
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mathematics education in the 1950s,” 

(http://www.doncio.navy.mil/chips/ArticleDetails.aspx?ID=4559).  The work 

shortage problems are not unique to the United States.  Foreign governments 

around the globe are also beginning to recognize the lack of qualified 

professionals.  A recent article in CIO magazine stated that India alone will need 

5 million cyber security professionals by 2015, 

http://www.cio.com.au/mediareleases/16581/shortage-of-cyber-security-expes-

worsening/).  Dakota State’s new DSc. in Cyber Security will help address these 

issues at the root by not only training highly qualified professionals by training 

cyber security faculty who can have an exponential impact in providing a 

qualified work force.  

 Effectively recruit and retain high-quality South Dakota students interested in pursuing 

graduate education and careers in cyber security; 

 Expand DSU’s cyber security course schedule, which will also enhance other DSU 

graduate programs;  

 Enhance the pool and technical abilities of students available to assist faculty with Dakota 

State University’s research initiatives, including the National Center for the Protection of 

the Financial Infrastructure and the Center for the Advancement of Health Information 

Technology; 

 Provide advanced academic and research opportunities for outstanding graduate students. 

 

Development of this new degree program is a university priority and a strategic focus.  The budget 

implications are well understood.  The institution believes this degree program will be a successful 

addition to the institution. 

 

DSU intends to request authorization to deliver the degree program on campus and online.  The 

university does not intend to request any new or increased student fees to implement this program.  

The program would be supported with internal redirections, external resources, the fees attached 

to on-campus CSC/CIS courses and self-support tuition revenue generated by off-campus and 

distance students.  Additional faculty positions would be funded through a mix of self-support 

tuition revenue and external fundraising.  Dakota State University intends to design a program that 

will allow students to take advantage of courses offered as part of the existing D.Sc. in Information 

Systems, M.S. in Information Assurance, and M.S. in Applied Computer Science, in addition to 

any new doctoral courses.  

 

The proposed program supports the Board of Regents Economic Development & Quality of Life 

strategic goal (Policy 1:21): 

 Promote growth of research initiatives: Graduate students in the proposed program would 

support DSU’s research centers. 

 Expand graduate education. 

 Contribute to economic development by expanding programs to meet workforce needs and 

offering off-campus and online programs. DSU requests authorization for delivery on the 

DSU campus in Madison, SD and online. 

 

South Dakota Demand for Graduates 
Doctoral-level cyber security graduates will be hired by three distinct groups: 1) Private 

industry firms, such as Daktronics, Sanford Health, and Avera Health; 2) State and local 
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government agencies, such as South Dakota Bureau of Information & Telecommunications, the 

South Dakota Department of Transportation, the Board of Regents Information Systems and other 

government agencies with data-intensive operations; 3) Institutions of higher education that need 

competent faculty members in cyber security, computer science, and other related knowledge 

areas.   

 

The table below provides a summary of computer science employment needs in South Dakota 

from the South Dakota Department of Labor.  The occupations denoted with a double asterisk (**) 

are highlighted by the South Dakota Department of Labor as being among the fastest-growing 

occupations in South Dakota, with strong job prospects through 2018.  This table suggests there 

will continue to be strong job opportunities within the state (consistent with job demand at the 

national level). 

  

South Dakota Department of Labor and Regulation 
Occupational Estimates and Projections, 2008 & 2018 

Selected Occupations Related to Computer Science 

SOC* 
Code Standard Occupational Classification Title 

2008 
Base 

Number 
of Jobs 

2018 
Projected 
Number 
of Jobs 

Percent 
Change 

151021 Computer Programmers 545 470 -13.8% 

151031 Computer Software Engineers, Applications** 675 870 28.9% 

151032 Computer Software Engineers, Systems Software** 410 505 23.2% 

151041 Computer Support Specialists 1,890 2,020 6.9% 

151051 Computer Systems Analysts 655 695 6.1% 

151061 Database Administrators 100 110 10.08% 

151071 Network and Computer Systems Administrators 1,210 1,450 13.3% 

151081 
Network Systems and Data Communications 

Analysts** 
800 1,090 36.3% 

Source: South Dakota estimates and projections from South Dakota Department of Labor, available at: 

http://dlr.sd.gov/lmic/occupation_projections.aspx 

 

*Standard Occupational Classification, U.S. Bureau of Labor Statistics 

**On the SD Department of Labor list of fastest growing occupations in South Dakota.  Additional information available at: 

http://dlr.sd.gov/lmic/occupation_projections_high_demand_all.aspx   

 

Regional and National Demand for Graduates: 

There are nearly 25,000 unfilled cyber security positions within the federal government and 

cyber security is expected to continue to be a vital area of need for most government agencies and 

federally funded research and development centers (FFRDC).  These provide excellent job 

placement opportunities, particularly because DSU already has a strong working relationship with 

the:  

 National Security Agency (NSA) 

 Central Intelligence Agency (CIA) 

 Navy SPAWAR 

 Department of Homeland Security (DHS) 
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 Johns Hopkins University’s Applied Physics Lab 

 Army INSCOM 

 Carnegie Mellon’s Software Engineering Institute 

 MIT’s Lincoln Labs 

 

In addition, the national shortage of faculty with expertise in technical cyber security continues to 

grow at the same rate as the shortage of competent cyber security professionals in federal agencies.  

 

The table below, from the U.S. Bureau of Labor Statistics, provides a summary of employment 

demands nation-wide.  All the occupations below (with the exception of computer programmers) 

are expected to have exceptional job opportunities through 2018.  

 

 

Employment Projections for U.S. Computer Science Professionals 

Occupation 

Current 

2008 employment 

Projected 2018 

employment 

Change, 

2008-2018 

Number 
Percent 

Distribution 
Number 

Percent 

Distribution 
Number Percent 

Computer software 

engineers, 

applications 

514,800 34.03 689,900 42.0 175,100 34.0 

Computer systems 

analysts 
532,200 35.0 640,300 39.0 108,100 20.3 

Computer 

programmers 
426,700 28.0 414,400 25.0 -12,300 -2.9 

Computer software 

engineers, systems 

software 

394,800 26.0 515,000 31 120,200 30.4 

Computer and 

information systems 

managers 

293,000 19.0 342,500 21.0 49,500 16.9 

Computer support 

specialists 
65,700 37.0 643,700 39.0 78,000 13.8 

Computer and 

Information Scientist, 

Research 

28,900 2.0 35,900 2.0 7,000 24.2 

United States Bureau of Labor Statistics:   http://data.bls.gov/oep/servlet/oep.nioem.servlet.ActionServlet 

Note: Percentage change (last column in the table above) is calculated by dividing the projected change in employment (2008 to 

2018) by the 2008 employment number.  Example: 100,400 / 175,200 = 57.3%.   The percent distribution columns are not intended 

to add to 100%.   
 

Evidence of Student Demand 

DSU has a large number of students enrolled in computer science-related baccalaureate 

degree programs.  In addition, DSU graduates the largest number of baccalaureate students in 

computer science-related degree programs annually including computer science, information 

systems, cyber operations, network and security administration, computer graphic design, and 
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digital arts and design.  These DSU graduates provide a strong market for master’s-level graduate 

programs in computer science and eventually, for a doctoral program in cyber security. 

  

DSU Undergraduate Enrollments in  
Computer Science-Related Technology Majors 

Table 1 
Fall Enrollments 2006 2007 2008 2009 2010 2011 2012 
B.S. Computer Science 128 113 96 84 97 125 168 

B.S. Computer and Network Security 

(Cyber Operations) 
48 77 96 152 164 155 172 

B.S. Computer Game Design   5 39 61 88 103 

B.S. Network and Security Admin    6 40 36 41 

Annual Fall Enrollment Totals 176 190 197 281 362 404 484 
Source: DSU 2006-2012 Fall Enrollment Reports. B.S. in Computer Game Design was approved in 2008; B.S. in Network and 

System Administration was approved in 2009. 

 

 
SD Public University Graduates in 

Computer Science and Information Systems  
Table 2  

Baccalaureate 
Degrees 

Conferred 
BHSU DSU NSU SDSMT SDSU USD System 

2012 Graduates 0 92 3 20 12 7 134 

2011 Graduates 0 76 1 13 18 6 114 

2010 Graduates 0 72 0 13 7 6 98 

2009 Graduates 0 63 0 17 8 5 93 

2008 Graduates 0 92 0 16 8 10 126 

2007 Graduates 0 92 0 15 19 9 135 

Total Graduates 0 487 4 94 72 43 700 
From the 2008-2013 SDBOR Fact Books 
 

On average, about 14 percent of DSU’s baccalaureate graduates enroll in graduate 

school.  That number is slightly higher for DSU’s baccalaureate graduates in the computer 

science-based degree programs, with an average of 22 percent of that group going on to graduate 

school.  In AY2011-2012, six of 45 responding graduates in computer science-related degree 

programs went on to graduate school.  Majors included computer science, computer and network 

security, and computer information systems.  Graduates in digital arts and design are included in 

the SDBOR table above (Table 2) but are not included in the calculations relative to graduate 

school, since students in that degree program are not likely to enroll in a graduate program in 

computer science.)  

  

Over the last five years, DSU computer science-based graduates have enrolled in 

graduate programs at DSU (information systems and information assurance); USD (computer 

science); NDSU (software engineering); University of Utah (computer science); Digipen 

Institute of Technology (computer science), and Capital College (information assurance), UND, 

and SDSU (counseling). 
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Support for Sponsored Research at DSU 

The proposed program is intended to attract and retain high-quality faculty members with 

active research agendas in cyber security.  Dakota State University has been successful in 

attracting external support for research and additional graduate students are needed to assist DSU 

faculty with grant-supported projects.  The proposed degree program in cyber security will 

complement the institution’s existing information technology-focused graduate programs by 

providing a strong computational and software development emphasis.  Students enrolled in this 

proposed program would become a vital resource for DSU researchers, as well as for state and 

regional employers.   

 

Approval of the proposed degree program will also provide DSU faculty and graduate students 

with other research opportunities.  DSU was the first school in the Upper Midwest to be 

designated as a Center of Academic Excellence (CAE) in Information Assurance Education by 

the National Security Agency (NSA) and the Department of Homeland Security.  The institution 

is one of approximately 75 institutions nationwide to also have the CAE-Research designation 

and one of four nationwide to be designated as a Cyber Operations Center of Academic 

Excellence (CAE-CO).  The proposed graduate degree program in cyber security has been 

specifically designed to meet not only the NSA’s needs, but also other private & public entities 

as well as higher education’s need for additional faculty members.  

 

Related Programs in the SDBOR System 

The only other D.Sc. program in the SDBOR system is DSU’s degree program in 

information systems.    

 

Related Programs at Public Universities in the Region 
State University Program 

Idaho Idaho State University 

University of Idaho 

PhD in Computer Science 

PhD in Computer Science 

Iowa  Iowa State University 

University of Iowa 

PhD in Computer Science  

PhD in Computer Science 

Kansas Kansas State University 

University of Kansas 

PhD in Computer Science 

PhD in Computer Science 

Minnesota University of Minnesota—Twin Cities PhD in Computer Science 

Montana Montana State University PhD in Computer Science  

Nebraska University of Nebraska-Lincoln PhD in Computer Science 

North Dakota North Dakota State University 

University of North Dakota 

PhD in Computer Science 

PhD in Computer Science 

Wyoming University of Wyoming PhD in Computer Science 

 

University Mission 

The statutory mission statement for Dakota State University is provided in SDCL 13-59-2.2: 

The primary purpose of Dakota State University in Madison in Lake County is to provide 

instruction in computer management, computer information systems, electronic data 

processing and other related undergraduate and graduate programs. The secondary 

purpose is to offer two-year, one-year and short courses for application and operator 

training in the areas authorized by this section.  

 

This authorization includes the preparation of elementary and secondary teachers with 

emphasis in computer and information processing. 
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Except for degree programs in existence during the 1983-1984 academic year, the unique 

baccalaureate programs authorized for Dakota State University shall not be duplicated 

by the Board of Regents. 

 

Board Policy 1:10:5 Dakota State University Mission Statement provides the degrees authorized: 

 

A. Undergraduate Programs: Associate degree programs are approved in allied health care, 

business, general studies, and information technology. 

 

Baccalaureate programs: allied health care, business, education, information technology, 

mathematics, and sciences. 

 

B. Graduate Programs: Master’s degree programs are approved in education and information 

technology as well as a Doctor of Science degree in Information Systems. 

 

The Board has approved six master’s programs and one doctoral program for the University: 

 M.S. in Applied Computer Science (approved in 2012) 

 Master of Business Administration (approved in 2010) 

 M.S. in Health Informatics (approved in 2009) 

 D.Sc. in Information Systems (approved in 2005) 

 M.S. in Information Assurance (approved in 2003) 

 M.S.Ed. in Computer Education & Technology (approved in 1999) 

 M.S. in Information Systems (approved in 1999) 

 

University Priority and Strategic Plan 

The proposed D. Sc. in Cyber Security supports the current DSU strategic plan.  The most 

recent DSU Strategic Plan (http://www.dsu.edu/about/strategic-plan.aspx) includes goals that are 

directly related to this program request: 

 

 Expand current information technology leadership through cutting-edge programs.  

 Optimize on-campus student enrollment and enhance program quality by attracting high-

ability students.  

 Advance DSU's emphasis on applied research.  

 Extend DSU's educational outreach through online and alternative-location delivery. 

The proposed D. Sc. in cyber security supports all of these strategic directions for DSU.  

 

2.  Rationale 
 
A.  If a new degree is proposed, what is the rationale? 

 

A new degree is not being proposed.  DSU currently offers a D.Sc. degree in 

information systems.   
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B.  What is the rationale for the curriculum? 
 

DSU is proposing a D.Sc. in cyber operations.  This program will emphasize the 

learning objectives proposed by the National Security Agency’s National Centers of 

Academic Excellence in Cyber Operations (CAE-CO) program.  The program supports 

the President's National Initiative for Cybersecurity Education (NICE), which includes 

a broadened pool of skilled workers capable of supporting a cyber-secure nation.    

 

DSU’s D.Sc. in cyber security is intended to be a technical program firmly grounded in 

computer science and will emphasize applied research in cyber security. The vision is 

to establish a thriving and sustainable applied research program that meets the research 

needs of the nation, the State of South Dakota, the university, and the students. The 

proposed degree program is intended to produce graduates with a commanding 

knowledge of Cyber Security, of the applications and research in Cyber Security, and of 

supporting technology in computer science. The program will provide a particular 

emphasis on technologies and techniques related to specialized cyber operations 

activities, including data collection, software exploitation, analysis of malicious code, 

and reverse engineering.  These technologies and techniques are critical to intelligence, 

military and law enforcement organizations, as well as to employers in data-intensive 

industries. 

 

The degree program will complement expertise of current DSU faculty and, because 

DSU is currently one of only eight schools in the nation and the only undergraduate 

program to have earned the CAE-CO designation, faculty are already well-equipped to 

design, implement, market, and maintain this program.  The proposed curriculum is based 

on a traditional, graduate-level core curriculum in computer science and cyber security, 

with foundational courses covering the fundamental research areas related to these 

closely connected disciplines. 

 

C.  Demonstrate that the curriculum is consistent with current national standards.  
 

The proposed curriculum is mapped to the knowledge, skills, and abilities outlined in the 

National Initiative for Cybersecurity Education (NICE) framework.  Appendix A 

identifies the relevant KSA-ID numbers and statements that match our curriculum.   

 

Additionally the curriculum is aligned to the standards and outcomes of the National 

Security Agency’s National “Centers of Academic Excellence in Cyber Operations” 

(CAE-CO).  This information can be found in appendix B.   

 

The table below demonstrates the proposed program’s similarity to other, highly regarded 

graduate programs in computer science and information assurance which share 

similarities with the proposed DSU program.  The degree assumes a 30-credit master’s 

degree in computer science prior to admission to the doctoral program.  

 

ATTACHMENT I     11



Comparison of Existing Programs and Proposed DSU Program 

 Computer Science / Cyber Security  

 
NDSU 

U. Rhode  

Island 

George  

Mason U. 

U. 

Iowa 
DSU 

Proposed 
Knowledge Requirement Core 

credits 
27 24 12 24 15 

Research methods credits 3 0 6 4 9  
Onsite Research Seminar 

credits 
- - - - 3 

Elective Credits - - - - 9 

Dissertation credits 30 18 24 42 25 

Total Credits beyond M.S. 60 42 42 70 61 

 

The proposed DSU degree program for students with a master of science in computer science has 

the following components: 

 D.Sc. in cyber security required core (15 credit hours): These courses balance a formal 

computer science foundation with the most technical cyber security areas. 

 

 Research core (9credit hours): The program will include three research methods courses to 

prepare students who are not familiar with applied security research.   

 

 Onsite Research seminar credits (3 credit hours): The research seminars are intended to 

acquaint students with contemporary cyber security research issues, allow students to report, 

present, and discuss articles pertinent to cyber security research and provide students an 

opportunity to meet faculty, identify a dissertation advisor, present their dissertation proposal 

defense, as well as completing the final dissertation defense and oral comprehensive exam. 

 

 Dissertation credits (25credit hours): The program includes 3 credits of CSC 809 Dissertation 

Preparation to be completed in year 2 as well as 22 credits of dissertation work completed in 

the last year of the 3-year program.  A student must pass all core and research courses before 

moving to this final phase of the program.  A student must also have identified a dissertation 

chair and committee members.  

D.  Summary of the Degree  

D.Sc. in Cyber Security Credit Hours Percent 

Masters level computer science/cyber requirement 27 31% 

D.Sc. cyber security core  15 17% 

Research methods core  9 10% 

Onsite research seminars  3   3% 

Elective credits 9 10% 

Dissertation 25 29% 

Total credit hours required for the degree 88 100% 
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Computer Science and Cyber Operations Masters Core 
DSU 

Prefix & Number 
Course Title 

Credit 

Hours 

Existing or 

New 

CSC 705 Design & Analysis of Algorithms 3 Existing 

CSC 710 Structure & Design of Programming Languages 3 Existing 

CSC 714 Database Systems 3 Existing 

CSC 718 Operating Systems & Parallel Programming 3 Existing 

CSC 720 Theory of Computation 3 Existing 

INFA 723 Cryptography 3 Existing 

INFA 725 Advanced Network Hacking 3 Existing 

INFA 729 Advanced Web Hacking 3 Existing 

INFA 751 Wireless Security 3 Existing 

 Subtotal, required courses 27   

 

  Required D.Sc. Cyber Security Core Courses    
DSU 

Prefix & Number 
Course Title 

Credit 

Hours 

Existing or 

New 

CSC 840 Full Scope Security Testing 3 New 

CSC 842 Security Tool Development 3 New 

CSC 844 Advanced Reverse Engineering 3 New 

CSC 846 Advanced Malware Analysis 3 New 

CSC 848 Advanced Software Exploitation 3 New 

 Electives (listed below) 9 Existing 

 Subtotal, required courses 24  

 

  Required Research Core 
DSU 

Prefix & Number 
Course Title 

Credit 

Hours 

Existing or 

New 

CSC 803 An Introduction to Cyber Security Research 3 New 
CSC 807 Cyber Security Research 3 New 
INFS 805 Design Research Methods 3 Existing 

 Subtotal, required courses 9  

 

  Onsite Research Seminars 
DSU 

Prefix & Number 
Course Title 

Credit 

Hours 

Existing or 

New 

CSC 811 Research Seminar I 1 New 
CSC 812 Research Seminar II 1 New 

CSC 813 Research Seminar III 1 New 
 Subtotal, required courses 3  
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  Dissertation 
DSU 

Prefix & Number 
Course Title 

Credit 

Hours 

Existing or 

New 

CSC 809 Dissertation Preparation 3 New 

CSC 899 Dissertation 22 New 
 Subtotal, required courses 25  

 

Elective Courses in the Program: List courses that may be taken as electives in the   
program. Indicate any new courses to be added specifically for the major. 

DSU 

Prefix & Number 
Course Title 

Credit 

Hours 

Existing or 

New 

CSC 705 Design & Analysis of Algorithms 3 Existing 

CSC 710 Structure & Design of Programming Languages 3 Existing 

CSC 712 Data Structures 3 Existing 

CSC 714 Database Systems 3 Existing 

CSC 716 Secure Software Engineering 3 Existing 

CSC 718 Operating Systems & Parallel Programming 3 Existing 

CSC 720 Theory of Computation 3 Existing 

CSC 791 Independent Study 3 Existing 

INFA 719 Software Security 3 Existing 

INFA 723 Cryptography 3 Existing 

INFA 725 Advanced Network Hacking 3 Existing 

INFA 729 Advanced Web Hacking 3 Existing 

INFA 739 Software Quality Assurance 3 Existing 

INFA 751 Wireless Security 3 Existing 

 

SDBOR Policy 2:29 indicates that a student may transfer up to 40 percent of their coursework from 

another institution to meet degree requirements.  This provides students with a wide variety of 

application areas and means that elective courses from outside the cyber security program at DSU 

may be used if the courses are: (1) 700-level or higher, (2) support a coherent plan of study, and (3) 

are approved by the student’s major advisor and the university’s graduate college. 

 

3.  Student Outcomes & Demonstration of Individual Achievement 
 

A.  What specific knowledge and competencies, including technology competencies, 
will all students be able to demonstrate before graduation? The knowledge and 

competencies should be specific to the program and not routinely expected of all university 

graduates. Complete Appendix A – Outcomes using the system form. Outcomes 

discussed below should be the same as those in Appendix A. 
 

Appendix C contains the student learning outcomes that were developed to ensure that all 

graduates are prepared to enter employment in industry, government and academia.  Those 

student-learning outcomes include the ability to: 

 Articulate the importance of software reverse engineering and successfully complete 

hands-on exercises and demonstrate a thorough understanding of the domain; 

 Apply low level programming and understanding of operating systems and software 

to explain various types of vulnerabilities (design and/or implementation 
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weaknesses), their underlying causes, their identifying characteristics, the ways in 

which they are exploited; 

 Conduct research that demonstrates an ability to model, analyze and design cyber 

operation processes and systems; 

 Communicate technical information, both orally and in writing, in an effective 

manner. 

As indicated earlier, these student learning outcomes are mapped to the requirements 

established by the NSA and other cyber-security governmental agencies.  

 

B.  What national instruments (examinations) are available to measure individual 
student achievement in this field? 

 

No national instruments or examinations currently exist to measure individual student 

achievement in courses or research in cyber security.  However, a student will be expected to 

demonstrate academic achievement in three ways: comprehensive oral exam, artifacts 

presented in a qualifying portfolio, and original research and dissertation. 

 

C.  How will mastery by individual students be demonstrated? Describe the specific 
examinations or processes to be used. This is to include external measures.1 What 
will be the consequences for students who do not demonstrate mastery? 

 

The D.Sc. Program Committee and the student’s research advisory committee will evaluate 

the student’s progress using these evaluation methods: comprehensive oral exam, qualifying 

portfolio, original research and dissertation defense.  Mastery will be demonstrated through 

assessment of the student learning outcomes included in Appendix C. The program’s 

committee and research advisory committee will evaluate the student’s progress using an oral 

comprehensive examination, research artifacts, and original research and dissertation defense.  

 

A comprehensive oral examination will be conducted by the student’s advisory committee at 

the conclusion of the student’s academic course work.  This oral examination will consist of 

both questions and “hands-on” problem solving tasks to demonstrate mastery of the 

coursework.  This will be a face-to-face examination.  The purpose of the exam is to test the 

student’s background and ability to pursue advanced courses and dissertation research.  

Additional courses may be required to address any gaps in background identified by the 

preliminary examination. 

 

Qualifying Portfolio:  The portfolio is intended to assess the student’s potential for 

completing the doctoral program and pursuing a successful career in teaching, research or 

corporate management.  The portfolio will be assessed prior to the end of the fourth semester 

of student enrollment(?).  Artifacts that demonstrate the student’s ability to contribute to the 

advancement of cyber security and practice through high-quality research and teaching will 

be evaluated by the student’s research committee.  Artifacts that might be included in the 

portfolio include: 

 Research papers co-authored with a faculty member and submitted for publication in 

1 What national examination, externally evaluated portfolio or student activity, etc. will be used to verify that 

individuals have attained a high level of competence and identify those who need additional work? 
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a peer-reviewed conference or journal; 

 Teaching evaluations from cyber security undergraduate courses; 

 Grant proposals co-authored with a faculty member and submitted for funding to an 

appropriate agency. 

 

Original Research and Dissertation:  Doctoral students are expected to conduct original 

research leading to completion of a dissertation which describes the results of that research.  

The dissertation is intended to assess the student’s ability to conceive and perform 

independent research.  An oral defense of the dissertation proposal will occur at the 

commencement of the dissertation work and an oral defense of the dissertation will occur 

upon completion of the original research and the written dissertation.  The successful defense 

of the student’s dissertation is the final test of the student’s ability to perform independent 

research and communicate research results to others.  The quality of the student’s 

independent research will also be evaluated based on the student’s publication and 

presentation record.  

 

DSU graduate policies require that the program submit an annual assessment report on 

achievement of student learning outcomes.  Once the program is approved, program faculty 

will meet to ensure a common set of policies, guidelines, and expectations are in place.  

 

4.  What instructional approaches and technologies will be used to teach courses in the 
program? This refers to the instructional technologies used to teach courses and NOT the 

technology applications students are expected to learn. 
 

The instructional approaches will include lectures, seminars, laboratory technologies, and guided 

research in the student’s specialization.  On campus, the courses will be taught face-to-face and 

supplemented with D2L courseware for virtual networking, submitting assignments, and class 

discussion.  Class presentations will be recorded and the video will be posted to campus video 

servers to facilitate online delivery. 

 

DSU has invested heavily in a virtualized infrastructure to allow for technical, hands-on 

experiences for students on campus and at a distance.  This VMware environment has been 

instrumental in the online delivery of the undergraduate computer science and computer and 

network security majors as well as the graduate degrees in information assurance and information 

systems.  Educational experiences for students are greatly enhanced through these applied, hands-

one technology-based activities. 

 

Students will be required to complete the three on-sight research seminars (CSC 811, CSC 812, 

and CSC 813) in a face-to-face setting at the Madison, SD campus. These research seminars will 

be held annually and take place over multiple days.   
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5.  Did the University engage any developmental consultants2 to assist with the 
development of the curriculum? Were any professional or accrediting associations 
consulted during the development of the curriculum? What were the contributions of the 
consultants and associations to the development of curriculum? See also section 11 below. 

 

The university at this stage has not engaged an outside consultant to assist with the development 

of the curriculum. DSU examined the curriculum for the doctoral degree programs in computer 

science, software engineering, information systems, and information assurance listed in Question 

2-C and 2-D above.  In addition, the faculty consulted with NSA professional development experts 

and colleagues from around the nation to shape the cyber security degree program.  Upon 

acceptance of this proposal by the Board of Regents, an outside consultant will be brought to 

campus to review and make recommendations. 

 

6.  Are students in the program expected to be new to the university, redirected from 
other programs or both? Complete the table and explain how the estimates were 
developed. 

 

Students will be new to the program since this is a new degree program and considerably 

different than DSU’s D.Sc. in Information Systems degree.  It is expected that a number of 

DSU’s undergraduate and graduate students in computer science and information assurance will 

be interested in continuing with a doctoral program in cyber security. 

 

D.Sc. in Cyber Security Fiscal Years* 
 1st 2nd 3rd 4th 

 FY15 FY16 FY17 FY18 

Students new to the university (state-support) 8 8 8 8 

Students new to the university (self-support) 12 12 12 12 

Students withdrawing from program 0 1 2 2 

Continuing Students 0 19 37 37 

= Total students in the program 20 39 57 57 

Program credit hours – state-support (major courses)** 152 304 488 488 

Program credit hours – self-support (major courses)** 228 437 667 667 

Graduates in FY 0 0 18 18 
*The 20 students admitted to the program each year have a master’s level computer science/cyber 

requirement, all are fully admitted. 

 ** This is the total number of credit hours generated by students in the program in the required or 

elective program courses.  Credit hour calculations are based on a 19-23 credits per year average (full-

time enrollment year-round). 

 

The University requests authorization to deliver the degree program online to accommodate 

students who are not able to relocate to Madison. The enrollment table above are based on the 

assumption all students will complete 27 credits annually (fall, spring, summer). 

 

2 Developmental consultants are experts in the discipline are hired by the university to assist with the development of 

a new program (content, courses, experiences, etc.). Universities are encouraged to discuss the selection of 

developmental consultants with Board staff. See section 11 below. 
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7.  If program accreditation is available, identify the organization and explain whether 
accreditation is required or optional, the resources required, and the University’s 
plans concerning the accreditation of this program. 

 

Program accreditation is currently not available for graduate degree programs in cyber 

security but the program is aligned to the Presidential NICE framework and NSA’s CAE-CO 

(see appendix A and B.) 

 

8.  Does the University request any exceptions to any Board policy for this program? 
Explain any requests for exceptions to Board Policy. 

 
None requested. 

 

9.  Program Delivery 
 

A.  Does the University request authorization to deliver this entire program at any off-
campus locations? If yes, list location(s) and intended start date(s). 

 

No 

 

B.  Does the University request authorization to deliver this entire program by distance 
technology? If yes, identify delivery method(s) and intended start date(s). 

 

Yes – distance delivery via a combination of face-to-face classes, Internet / video-streaming 

and/or DDN beginning in FY14, as described in Question 4 above.  The DSU Office of 

Extended Programs will support the College of Business and Information Systems in delivery 

of the online program, courses, and student services.  This office currently handles these tasks 

successfully for other online degree programs. 

 

C.  Include off-campus tuition and site or delivery costs in the next section and in 
Appendix D. If off-campus or distance delivery authorization is not requested, enter 

“None.” 
 

Today’s technology allows courses to be delivered face-to-face, via Internet / video-streaming, 

and DDN.    The costs of delivery and the expected self-support tuition revenue are addressed 

in Question 10 below and are included in the budget. 

 

10.  Costs, Budget and Resources 
 

Explain the amount and source(s) of any one-time and continuing investments in 
personnel, professional development, release time, time redirected from other 
assignments, instructional technology & software, other O&M, facilities, etc. needed to 
implement the proposed program. Address off-campus or distance delivery separately.  

 

DSU requests authorization to deliver the proposed degree program online (section 9-B above). 

The program budget is provided in Appendix B.   
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The university does not request any new State resources, additional student fees/charges, or 

additional facilities to develop, implement or maintain the proposed program.  It is expected 

that the existing program and lab fees associated with computer science, information systems 

and information assurance state-support courses will be extended to this degree program.  The 

program will also be supported with external resources and self-support tuition revenue 

generated by distance students.  Additional faculty positions, if needed, would be supported 

with self-support tuition revenue.  The addition of this graduate degree program will enhance 

(rather than negatively impact) delivery of the undergraduate degree programs in related 

disciplines.   

 

Initially, DSU will need to develop some of the core courses to support the D.Sc. in Cyber 

Security.  The University already has graduate courses in many computer science and cyber 

security-related fields to support the open electives available in the degree program.  

Conversely, courses in the D.Sc. program will also be attractive to students in other programs.  

As the program matures and grows, new courses can be developed to meet program needs.   

 

11. Board Policy 2:1: “Proposals for new graduate programs shall be evaluated by 

independent consultants retained by the Board.”  Provide the names, telephone numbers, 
and URLs of professional organizations, accrediting bodies, and journals (editors) who 
may be able to assist the Board staff with the identification of consultants.   

 

Univ. of Rhode Island: http://www.cs.uri.edu/  

George Mason University: http://cs.gmu.edu/programs/phd/  

University of Iowa: https://www.cs.uiowa.edu/  

North Dakota State University: http://cs.ndsu.edu/  

 

Another good source would be institutions designated as Center for Academic Excellence 

in Cyber Operations as those schools map closely to our current programs.  URL: 

http://www.nsa.gov/academia/nat_cae_cyber_ops/ 

 

12. Additional Information. 

 

            Program management 

Policy and procedure oversight (including admissions eligibility, probation, suspensions, 

and certification for graduation) will be administered by the DSU Graduate Office.  A 

graduate program committee, led by the program coordinator, will be responsible for 

recommending curriculum changes, course scheduling, admission decisions, and other 

program management tasks.  All changes to the program will be subject to the approval of 

DSU’s Graduate Council and will follow DSU graduate policies. Students will be assigned 

a faculty advisor.   
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Appendix A 
 

The proposed D.Sc. in Cyber Security curriculum is mapped to the knowledge, skills, and abilities 

as outlined in the National Initiative for Cybersecurity Education (NICE) framework.  Appendix 

A identifies the relevant KSA-ID numbers and statements that match our curriculum.   
 
 

KSA-ID Statement 

798 

Provide an accurate technical evaluation of the software application, 

system, or network, documenting the security posture, capabilities, and 

vulnerabilities against relevant information assurance (IA) compliances 

58 
Knowledge of known vulnerabilities from alerts, advisories, errata, and 

bulletins 

764 
Perform secure programming and identify potential flaws in codes to 

mitigate vulnerabilities 

3 
Skill in conducting vulnerability scans and recognizing vulnerabilities in 

security systems  

95 Knowledge of penetration testing principles, tools, and techniques  

102 Knowledge of programming language structures and logic  

124 
Knowledge of system design tools, methods, and techniques, including 

automated systems analysis and design tools 

168 Skill in conducting software debugging  

74 Knowledge of low-level computer languages (e.g., assembly languages)  

1080 
Identify and/or develop reverse engineering tools to detect cyberspace 

vulnerabilities 

1062 Knowledge of software reverse engineering techniques  

1110 Triage malware 

153 Skill in handling malware 

1029 Knowledge of malware analysis concepts and methodology  

1096 Knowledge of malware analysis tools (e.g., Olly Debug, Ida Pro)  

340 Knowledge of types and collection of persistent data 

338 
Knowledge of the principal methods, procedures, and techniques of 

gathering information and producing, reporting, and sharing intelligence 
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Appendix B 
 

DSU’s D.Sc. degree program is based on the following guidelines from the National Security 

Agency’s “Centers of Academic Excellence in Cyber Operations” (CAE-CO).  The curriculum 

is in-line with current standards including the following requirements:   

Academic Content Requirements: 
Mandatory Program Content: (Knowledge Units)   

Standard Outcomes 

1. Low Level Programming Languages (must 

include programming assignments to 

demonstrate that students are capable of the 

desired outcomes).  Proficiency in low-level 

programming languages is required to 

perform key roles in the cyber operations 

field (e.g., forensics, malware analysis, 

exploit development). 

After completing these knowledge units, students will be 

able to develop programs that can be embedded into an OS 

kernel, such as a device driver, with the required complexity 

and sophistication to implement exploits for discovered 

vulnerabilities. 

2. Software Reverse Engineering (must 

include hands-on lab exercises).  The 

discipline of reverse engineering provides the 

ability to deduce the design of a software 

component, to determine how something 

works (i.e., recover the software 

specification), discover data used by 

software, and aids analysis of software via 

disassembly and/or decompilation. 

Students will be able to use a tool such as IdaPro to safely 

perform static and dynamic analysis of software (or 

malware) of unknown origin for the purposes of recovering 

the original implementation or understanding the software 

functionality.  Appropriate tools, techniques and procedures 

must be covered. 

3. Operating System Theory Students will have a thorough understanding of operating 

systems theory and implementation. They will be able to 

understand operating system internals to the level that they 

could design and implement significant architectural 

changes to an existing OS (e.g., make significant 

modifications to Windows, LINUX, etc.). 

4. Networking Students will have a thorough understanding of how network 

protocols work to enable communication; and how the 

lower-level network layers support the upper ones.  They 

will have a thorough knowledge of the major network 

protocols that enable communication and data transfer. 

5. Cellular and Mobile Communications: As 

more communications are conducted by 

mobile and cellular technologies, these 

technologies have become critical (and 

continue to become more critical) to cyber 

operations. 

Students will be able to describe user associations and 

routing in a telecommunications network, interaction of 

elements within the telecommunications core, and end-to-

end delivery of a packet and/or signal and what happens 

with the hand-off at each step along the communication 

path.  They will be able to explain differences in core 

architecture between different generations of cellular and 

mobile network technology. 
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6. Discrete Math   Students will be introduced to first-order logic graph, 

accounting, accountability, and induction proofs.  Students 

will understand how variability affects outcomes, how to 

identify anomalous events, and how to identify the meaning 

of anomalous events.  They will be able to integrate and 

differentiate continuous functions of multiple variables. 

7. Overview of Cyber Defense  (must include 

hands-on lab exercises)   
Students will have a sound understanding of the 

technologies and methods utilized to defend systems and 

networks.  They will be able to describe, evaluate, and 

operate a defensive network architecture employing multiple 

layers of protection using technology appropriate for secure 

mission accomplishment. 

8. Security Fundamental Principles (i.e., 

“First Principles”) The first principles of 

security are the foundation upon which 

security mechanism (e.g., access control) can 

be reliably built. 

Students will possess a thorough understanding of the 

fundamental principles underlying cyber security, how these 

principles interrelate and are typically employed to achieve 

assured solutions, the mechanisms that may be built from – 

or due to – these principles, and possible ways around them 

if vulnerabilities exist – e.g., how they could be manipulated 

to perform offensive cyber operations. 

9. Vulnerabilities  Students will possess a thorough understanding of the 

various types of vulnerabilities (design and/or 

implementation weaknesses), their underlying causes, their 

identifying characteristics, the ways in which they are 

exploited, and potential mitigation strategies. They will also 

know how to avoid these vulnerabilities during system 

design, development and implementation. 

10. Legal: There are many laws, regulations, 

directives and policies that people working in 

cyber operations must comply with.  Cyber 

operations professionals should fully 

understand the limits of their authorities to 

ensure that operations in cyberspace are in 

compliance with US law. 

Students will possess a thorough understanding of the legal 

issues governing the authorized conduct of cyber operations 

and the use of related tools, techniques, technology and data. 

11. Optional Program Content At least 60% of the optional program content must be 
available (18 categories listed)  
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Appendix C 

 
 

 

 

  

Program Requirements that Address the Outcomes 

Individual Student Outcome 
 

Core 
Requirements 

Research 
Methods 

Core 

Specialization 
Electives 

Research 
Seminars 

Qualifying 
Portfolio 

Comprehensive 
Exam Dissertation 

Articulate the importance of software 

reverse engineering and successfully 

complete hands-on exercises and 

demonstrate a thorough understanding of 

the domain. 

*  

   

* 

 

Apply low level programming and 

understanding of operating systems and 

software to explain various types of 

vulnerabilities (design and/or 

implementation weaknesses), their 

underlying causes, their identifying 

characteristics, the ways in which they 

are exploited. 

*  * 

  

* 

 

Conduct research that demonstrates an 

ability to model, analyze and design 

cyber operation processes and systems. 
* * 

 

* * * * 

Communicate technical information, 

both orally and in writing, in an effective 

manner. 
* * 

 

* * * * 
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 Dakota State University, DSc in Cyber Security  

        

1. Assumptions  1st 2nd 3rd 4th  

 Headcount & hours from proposal  FY14 FY15 FY16 FY17  

 Fall headcount  20 39 57 57  

 Program FY cr hrs, State-Support  152 304 488 488  

 Program FY cr hrs, Self-Support  228 437 667 667  

        

 Faculty, Regular FTE See p. 2 1.26 2.36 4.06 4.06  

 Faculty Salary & Benefits, average See p. 2 $103,350  $103,350  $103,350  $103,350   

        

 Faculty, Adjunct - courses See p. 2 0 0 0 0  

 Faculty, Adjunct - per course See p. 2 $0  $0  $0  $0   

        

 Other FTE (see next page) See p. 2 0.00 0.00 0.00 0.00  

 Other Salary & Benefits, average See p. 2 $0  $0  $0  $0   

        

2. Budget       

 Salary & Benefits       

 Faculty, Regular  $129,808  $244,319  $420,014  $420,014   

 Faculty, Adjunct  $0  $0  $0  $0   

 Other  $0  $0  $0  $0   

 S&B Subtotal  $129,808  $244,319  $420,014  $420,014   

 Operating Expenses       

 Travel  $0  $0  $0  $0   

 Contractual Services  $0  $0  $0  $0   

 Supplies & materials  $0  $0  $0  $0   

 Capital equipment  $0  $0  $0  $0   

 OE Subtotal  $0  $0  $0  $0   

 Total  $129,808  $244,319  $420,014  $420,014   

        

3. Program Resources       

 
Self-support Tuition/Cr Hr (if 

applicable) Graduate $400.05  $400.05  $400.05  $400.05   

 Self-support tuition revenue [hrs x rate] $91,211  $174,822  $266,833  $266,833   

 Self-support HEFF/credit hour Graduate $37.65  $37.65  $37.65  $37.65   

 Revenue to HEFF  $8,584  $16,453  $25,113  $25,113   

 Net Self-Support tuition revenue  $82,627  $158,369  $241,721  $241,721   

 
State support Tuition/Cr Hr (if 

applicable) Graduate $427.30  $427.30  $427.30  $427.30   

 State-support tuition revenue [hrs x rate] $64,950  $129,899  $208,522  $208,522   

 State-support HEFF/credit hour Graduate $37.65  $37.65  $37.65  $37.65   

 Revenue to HEFF  $5,723  $11,446  $18,373  $18,373   

 Net State-Support tuition revenue  $59,227  $118,454  $190,149  $190,149   
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 Discipline fee -$22.00 Program Fee  $3,344  $6,688  $10,736  $10,736   

 CSC/INFS/INFA Lab Fees ($56.40 per course) $7,727  $14,326  $16,356  $16,356   

 University redirections  $0  $0  $0  $0   

 Community/Employer   $0  $0  $0  $0   

 Grants/Other  $0  $0  $0  $0   

 Total Resources  $152,925  $297,836  $458,962  $458,962   

        

Resources Over (Under) Budget  $23,117  $53,517  $38,948  $38,948   

              

Provide a summary of the program costs and resources in the new program proposal.   

   Faculty Other    

 Estimated salary (average) - explain below $85,000 $0    

 University's variable benefits rate 

(see 

below) 0.14370 0.14370    

 Variable benefits  $12,215  $0     

 Health insurance/FTE (FY14)  $6,135  $0     

 Average S&B  $103,350 $0    

        

 Explain faculty used to develop the average salary & fiscal year salaries used. Enter amount above.  

 The FY14 average salary for faculty teaching in this degree program is $85,000 plus benefits.  

Faculty FTE takes into consideration the faculty workload for graduate courses.  
 

  

  

        

 Explain adjunct faculty costs used in table:       

 We do not anticipate needing adjuncts to deliver the program.  

  

        

 Explain other [for example, CSA or exempt] salary & benefits. Enter amount above.   

 No additional staff is needed.  

  

        

 Summarize the operating expenses shown in the table:     

 No additional operating expenses are anticipated.  Travel to conferences, etc. are already part of the 

institutional budget. 
 

  

        

 Summarize resources available to support the new program (redirection, grants, etc).   

 The majority of the students are expected to complete 19-22 credit hours per year and complete the 

program in three years.  Courses in the program qualify for INFS/CSC/INFA program fees of $22.00 

per credit hour on state support courses.  DSU also has a CSC/INFS/INFA lab fee in which these 

students will be assessed a fee of $56.40 per course.  This budget is based on estimates of 20 fully-

admitted students plus attrition of 1 student per year. 
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Jay	  M.	  Perry	  
Program	  Policy	  Analyst	  for	  Academic	  Affairs	  
South	  Dakota	  Board	  of	  Regents	  
306	  E	  Capitol	  Ave	  –	  Suite	  200	  |	  Pierre	  SD	  57501-‐2545	  
Phone:	  605-‐773-‐3455	  
	  
Dear	  Jay;	  
	  
First	  let	  us	  thank	  you	  for	  the	  organization	  and	  logistics	  for	  our	  visit	  to	  Dakota	  State	  
University	  last	  week.	  We	  also	  would	  like	  to	  thank	  Dr.	  El-‐Gayar,	  as	  well	  as	  Tom,	  Judy,	  Pat,	  
Josh,	  and	  everyone	  who	  participated.	  I	  know	  we	  both	  felt	  very	  welcome	  and	  we	  appreciated	  
that.	  
	  
Our	  charge	  was	  to	  evaluate	  the	  proposed	  D.Sc.	  in	  Cyber	  Security	  proposed	  by	  Dakota	  State	  
University.	  	  DSU	  has	  done	  more	  than	  any	  other	  university	  to	  align	  itself	  to	  the	  National	  
Security	  Agency’s	  (NSA)	  Center	  of	  Academic	  Excellence	  in	  Cyber	  Operations	  (CAE-‐CO)	  
program.	  	  The	  list	  of	  eight	  NSA	  CAEs	  in	  Cyber	  Operations	  may	  be	  found	  at:	  	  
	  
http://www.nsa.gov/academia/nat_cae_cyber_ops/nat_cae_co_centers.shtml.	  	  	  
	  
As	  you	  requested,	  we	  wish	  to	  let	  you	  know	  –	  in	  advance	  of	  a	  more	  detailed	  letter	  –	  of	  some	  
of	  our	  thoughts	  regarding	  the	  proposed	  D.Sc.	  degree	  program	  in	  the	  College	  of	  Business	  &	  
Information	  Systems	  at	  DSU,	  since	  we	  understand	  that	  you	  have	  a	  Board	  of	  Regents	  
meeting	  very	  early	  in	  April.	  To	  that	  end,	  here	  are	  some	  of	  the	  highlights	  that	  we	  think	  the	  
regents	  should	  be	  aware	  of.	  	  
	  
• While	  we	  did	  not	  have	  time	  to	  tour	  the	  labs	  specifically	  devoted	  to	  the	  cyber	  operations	  

degree	  program	  we	  came	  away	  with	  an	  understanding	  that	  they	  are	  adequate	  to	  the	  
program	  being	  proposed.	  The	  DSU	  campus	  seems	  to	  be	  a	  nice	  facility	  and	  we	  anticipate	  
no	  issues	  with	  expanding	  the	  program	  to	  include	  the	  new	  degree.	  	  

	  
• The	  DSU	  proposal	  describes	  the	  D.Sc.	  has	  an	  applied	  “hands	  on”	  doctorate.	  	  This	  may	  be	  

appropriate	  for	  a	  D.Sc.	  degree.	  	  	  However	  the	  DSU	  proposal	  goes	  on	  to	  describe	  
publication	  requirements	  and	  a	  research	  portfolio.	  	  Given	  the	  severe	  shortage	  of	  
technically	  competent	  computer	  science	  oriented	  cyber	  security	  faculty,	  it	  would	  be	  a	  
shame	  to	  artificially	  limit	  DSU	  doctoral	  graduates	  from	  fulfilling	  this	  role.	  

	  
• We	  discussed	  the	  “student	  portfolio”	  which	  is	  a	  concept	  where	  the	  students	  have	  

involvement	  in	  research,	  service,	  and	  teaching/learning.	  This	  is	  an	  excellent	  model	  –	  in	  
particular	  for	  those	  that	  will	  graduate	  from	  DSU	  and	  pursue	  a	  career	  path	  in	  academia.	  
But	  one	  issue	  that	  we	  can	  foresee	  is	  that	  the	  applied	  nature	  of	  the	  research,	  particularly	  
if	  the	  topics	  are	  selected	  by	  DoD	  or	  NSA,	  may	  dictate	  that	  some	  students	  are	  not	  
presenting	  their	  research	  results.	  This	  seems	  to	  contradict	  one	  feature	  of	  the	  program	  
that	  stood	  out,	  that	  all	  students,	  distance	  or	  otherwise,	  will	  participate	  in	  colloquia	  on	  
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an	  annual	  basis.	  It	  was	  not	  clear	  how	  any	  projects	  that	  are	  sensitive	  would	  be	  handled	  
in	  these	  sessions.	  	  

	  
• We	  discussed	  the	  demand	  for	  the	  program	  and	  obviously	  there	  is	  a	  demand.	  And	  we	  

understand	  that	  the	  capacity	  of	  the	  program	  will	  be	  limited	  so	  that	  the	  faculty	  is	  not	  
swamped.	  However	  keep	  in	  mind	  that	  it	  is	  likely	  that	  those	  same	  faculty	  will	  be	  
involved	  in	  evaluating	  applicants,	  which	  itself	  can	  take	  time.	  We	  were	  told	  that	  a	  typical	  
acceptance	  rate	  is	  20%	  so	  working	  backwards	  indicates	  that	  if	  the	  faculty	  does	  even	  
some	  of	  the	  applicant	  evaluations	  they	  will	  be	  busy.	  This	  is	  on	  top	  if	  the	  many	  classes	  
which	  will	  need	  to	  be	  “put	  on	  the	  books”	  for	  the	  first	  time	  and	  which	  were	  listed	  in	  the	  
proposal.	  	  

	  
• The	  close	  alignment	  with	  NSA	  has	  garnered	  DSU	  some	  well-‐deserved	  national	  attention.	  	  	  

However,	  there	  are	  legitimate	  concerns	  about	  the	  propriety	  of	  DoD	  agency	  establishing	  
academic	  criteria.	  	  One	  long-‐term	  risk	  with	  close	  alignment	  to	  NSA	  academic	  standards	  
is	  the	  potential	  that	  NSA	  may	  suddenly	  change	  or	  eliminate	  those	  standards.	  	  	  

	  
• Our	  assessment	  of	  the	  proposed	  D.Sc.	  in	  Cyber	  Security	  is	  that	  is	  closely	  resembles	  a	  

Ph.D.	  in	  Computer	  Science	  with	  strong	  specialization	  in	  cyber	  security.	  	  This	  brings	  up	  
two	  questions	  that	  generated	  a	  lot	  of	  discussion	  during	  our	  site	  visit	  in	  Madison.	  	  First,	  
should	  the	  degree	  be	  titled	  “cyber	  security”	  as	  proposed	  or	  “computer	  science”	  or	  
“cyber	  operations?”	  	  DSU	  prides	  itself	  on	  a	  highly	  technical	  program	  and	  of	  the	  three	  
possible	  names,	  computer	  science	  is	  the	  only	  one	  that	  is	  unambiguously	  technical	  in	  
nature.	  	  NSA	  has	  coined	  the	  term	  cyber	  operations	  and	  it	  is	  not	  clear	  how	  long	  that	  term	  
will	  be	  relevant.	  	  The	  proposed	  name	  of	  cyber	  security	  is	  certainly	  justified,	  but	  one	  
concern	  is	  that	  there	  are	  a	  lot	  of	  non-‐technical	  cyber	  security	  degrees	  out	  there.	  	  

	  
Although	  these	  are	  preliminary	  comments,	  we	  are	  both	  quite	  clear	  in	  recommending	  that	  
South	  Dakota	  approve	  the	  doctoral	  degree	  in	  cyber	  security	  at	  DSU.	  	  The	  national	  need	  for	  
graduates	  with	  the	  proposed	  skill	  set	  is	  great.	  	  As	  we	  have	  a	  bit	  more	  time	  we	  will	  expand	  
upon	  these	  thoughts	  and	  forward	  more	  detailed	  comments.	  	  
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