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RECOMMENDED ACTION OF THE EXECUTIVE DIRECTOR 
 
 Approve the changes to BOR policy 7:1 – Acceptable Use of Information Technology 
Systems and eliminate BOR policy 7:5 – Privacy of Information Technology System Resources.  

SOUTH DAKOTA BOARD OF REGENTS 
 

Committee on Budget and Finance 
 

AGENDA ITEM:  III – A 
 

DATE:  October 9-10, 2013 
 

****************************************************************************** 
 
SUBJECT: BOR Policies 7:1 and 7:5  
 

The General Counsel recommended the consolidation of Board Policy No. 7:1 – 
Acceptable Use of Information Technology Systems and Board Policy No. 7:5 – Privacy of 
Information Technology System Resources.  The original policies addressed substantially the 
same subject.   The consolidated text in Board Policy 7:1(4)(A), (C) and (D) provides a more 
accurate statement of the balanced protections for privacy and for security that may be provided 
within an electronic media environment. 

 
The policy changes have been through the appropriate councils and reviewed by the 

Council of Presidents. 



  ATTACHMENT I     1 
 

SOUTH DAKOTA BOARD OF REGENTS 
 
 Policy Manual 
 
SUBJECT: Acceptable Use of Information Technology Systems 
 
NUMBER: 7:1 
 
 
1. Purpose.  

 
The Board acquires, maintains and operates information technology systems to support 
administrative, research, instructional and service functions of the universities and special 
schools.  This policy serves to assure the optimum functioning of these information 
technology systems and to protect them from abuse and from unlawful or other misuse.  
By using the electronic information and communications systems, users agree to abide by 
all relevant policies and procedures, as well as all current federal, state, and local laws. 
 

2. Information Technology Devices and Systems Subject to this Policy. 
 
 Information technology systems include any and all electronic means used to create, 

store, access, transmit and use data, information or communications in the conduct of 
administrative, instructional, research or service activities.  These systems include, 
devices now in existence, or to be invented, that serve such purposes. 
 
A. Privately owned information technology devices will be subject to all policies 

governing system use, including those involving administrative access to system 
components, while actively connected to the system. 

 
1. Persons wishing to use privately owned information technology devices to 

access Board information technology services may be required to demonstrate to 
the satisfaction of the Chief Information Officer that their devices and software 
conform to the specifications of the information technology systems. 
  

3.  Selection and Operation of Information Technology Systems  
 

 Information technology systems can only achieve their intended purposes if they operate 
in an integrated fashion. Therefore, the selection, purchasing, allocation, installation, 
maintenance, replacement and governance of electronic information and communications 
systems necessarily involve the governmental policy-making responsibilities of the 
Board. 

  
A. In its sole discretion, the Board shall select, purchase, allocate, install, maintain, replace 

and regulate the hardware, software or support services that comprise its information 
technology systems.   
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1.   The Board will make reasonable effort to support specialized information 
systems needed for research.   

 
2. The Board will determine the extent of the authority granted to each user to 

access its information technology systems.  
 
3.   The Board will regulate uses that affect system performance or availability of 

system resources. 
 

4. Administrative Monitoring, Access and Disclosure of Information Technology Systems 
Data or Contents 
 

A. The Board safeguards the privacy and confidentiality of information and 
communications systems in accordance with relevant laws, regulations, and policies.  
While the Board permits limited personal use of the communications components 
within its information technology systems, persons availing themselves of this 
privilege do not acquire a right of ownership or privacy in communications 
transmitted or stored on university information technology resources, 
 

B. The Board routinely monitors aggregate information technology system usage to 
assure proper system operation, but it does not routinely monitor use of information 
technology systems.  Nevertheless, the Board will access components of information 
technology systems to conduct routine operation, troubleshooting, audit, 
maintenance or security activities; to investigate activities that disturb optimum 
information technology system operations; to recover documents or files needed for 
instructional, research, service or business activities; to respond to health or safety 
emergencies; to investigate violations of law, policy or rule; or to respond to 
inquiries properly initiated under law. 

 
1. Routine maintenance may include remote access to components of information 

technology systems to install anti-virus programs, software updates or for other 
purposes designed to assure the integrity and optimal functioning of the 
information technology systems.  

 
2. In the event that administrative monitoring of system operation or investigating 

apparent policy violation necessitates the inspection of a privately owned 
information technology device, the owner will be deemed to have consented to 
its inspection at all times when the device is actively connected to the 
information technology systems. 

 
C. Individual users with access to communications components within the Board’s 

information technology systems may access or disclose the content of 
communications in which they are intended correspondents; provided that the 
disclosure does not involve an unacceptable use under this policy or otherwise 
involve a violation of law, regulation or policy. 
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D. Reasonable administrative access to information technology and communication 
systems for purposes other than routine operation, troubleshooting, audit, 
maintenance or security activities, will be authorized by the Board’s Chief 
Information Officer (or such subordinates as that officer may designate), for good 
cause shown.  The following circumstances illustrate, but do not limit, situations 
where access may be provided, with or without notice in accordance with law:  

 
 1. When requested by the Board of Regents General Counsel, or an attorney 

designated by the General Counsel for such purposes, in order to respond to  a 
court order, subpoena, search warrant or other such duly issued mandate;  

 
2. When requested for necessary business purposes by an appropriate system or 

institutional official, including, but not limited to, the Board of Regents 
General Counsel, or an attorney designated by the General Counsel to 
represent the institution, Chief Human Resources Officer, or the Vice 
President with administrative responsibility and supervision over the 
administrative unit, functions and staff that use the components of information 
technology systems for which access is sought;  

 
3. When requested in furtherance of the legal, regulatory, or other applicable duties 

of the institution or the system;  
 
4. When requested in the course of investigating potential violations of policy, rule 

or law; or  
 
5. When requested in the course of responding to a health or safety matter. 

 
 

4 5. Acceptable Use of Information Technology Systems 
 
 Use of the Board’s information technology systems is a privilege and requires that 

individual users act responsibly. Individual users must respect the rights of other users, 
respect the integrity of the systems, and observe all relevant laws, regulations, and 
contractual obligations. Since electronic information is volatile and easily reproduced, 
users must exercise care in acknowledging and respecting the work of others through 
strict adherence to software licensing agreements, copyright, patent, trademark and trade 
secret laws. When accessing remote resources from Board or institutional facilities, users 
are responsible for following the policies of Board: 

 
A. Authorization to access the information technology systems is granted only to 

support the administrative, research, instructional and service functions of the 
universities and special schools. 

 
B. Authorized users may use the systems for incidental personal purposes provided 

that such use does not:  
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1. Directly or indirectly interfere with the Board's operation of such systems;  
 
2. Interfere with the user's employment or other obligations to the Board,  
 
3. Burden the Board with noticeable incremental costs, or  
 
4. Violate law or Board policy; 

 
5 6. Unacceptable Use 
 
 Notwithstanding any other provision of policy, certain uses of information technology 

systems are unacceptable, and persons who engage in such uses may be denied access to 
information technology systems peremptorily and referred for disciplinary action.  
Unacceptable use includes, but is not limited to, the following attempted or completed 
actions: 
 

1. Infringing intellectual properties, including copyrights, patents, and 
trademarks; 

 
2.  Disclosing trade secrets or other information resident in the systems that is 

private, confidential or privileged; 
 
3.  Violating intellectual property licensing agreements; 
 
4.  Interfering with the normal operation of electronic communications 

resources, including, without limitation: 
 

a. Modifying, damaging or removing, without proper authorization, 
electronic information or communications system components or 
private electronic information or communications resources belonging 
to other users; 

 
b. Encroaching upon others' access and use of the electronic information 

and communications system, as exemplified, without limitation, by 
sending excessive numbers of messages, printing excessive copies, 
running grossly inefficient programs when efficient alternatives are 
available, attempting to crash or tie up electronic communications 
resources; 

 
c. Intercepting, monitoring or otherwise conducting surveillance of 

communications, whether live or stored,  of others; 
 

d. Developing or using programs such as, but not limited to, viruses, 
backdoors, logic bombs, Trojan horses, bacteria, and worms that 
disrupt other users, access private or restricted portions of the system, 
identify security vulnerabilities, decrypt secure data, or damage the 
software or hardware components of an electronic communications 
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resource; provided that supervised academic research into such 
mechanism may be conducted upon the review and approval of the 
chief institutional academic affairs officer and the Board’s Chief 
Information Officer (or such subordinates as that officer may 
designate), as to matters involving the compatibility of such research 
with the proper functioning of the information and communications 
systems; 

 
e. Installing or attaching any equipment to the electronic information and 

communications system without the prior approval of the Board’s 
Chief Information Officer (or such subordinates as that officer may 
designate);  

 
5. Accessing electronic information or communications systems without proper 

authorization, intentionally enabling others to do so, or exceeding 
authorization; 

 
a. Any superior who directs a subordinate to access electronic 

information systems under circumstances that exceed the authorized 
access of the institution or organizational unit will be deemed to have 
indirectly exceeded authorized access and will be subject to discipline. 

 
b. Subordinates who decline to exceed authorized access to electronic 

information systems or who report efforts to induce them to do so will 
not, for those reasons, be subject to adverse employment action. 

 
6. Disclosing, without authorization, the password to a password-protected 

account;  
 
7. Using the system in an unlawful or tortious manner, in ways involving 

obscene materials or in violation of Board policies, including, without 
limitation:  

 
a.  Using electronic information or communications systems for criminal 

purposes, including, without limitation, SDCL §§ 22-19A-1 (stalking); 
22-22-24.2 (possession, manufacture or distribution of child 
pornography); 43-43B-1 (unlawful uses of computer systems); 
Omnibus Crime Control and Safe Streets Act of 1968 (unlawful 
interception of communications); Computer Fraud and Abuse Act 
(unlawful access to computer systems); Protection of Children Against 
Sexual Exploitation Act of 1977 (trafficking in child pornography); 

 
b. Distributing fraudulent, libelous, slanderous, harassing, threatening, or 

other tortious communications; 
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c.  Creating, downloading, exchanging or possessing obscene material as 
defined by SDCL § 22-24-27, unless previously authorized for bona 
fide instructional or research purposes; 

 
d.  Harassing individuals in violation of Board policies proscribing 

harassment; 
 

8. Using the identity of another user without the explicit approval of that user, or 
masking the identity of an account or machine or person; 

 
9. Creating the false impression that the user has authority to represent, give 

opinions, tender endorsements or otherwise make statements on behalf of the 
Board or the institution; 

 
10. Using the information and communications system for partisan political 

purposes, other than the expression of private political views by participants in 
otherwise permitted communications, so long as the user specifically 
disclaims any support, endorsement, or opposition by the Board for the views 
so expressed; 

 
11. Using the information and communications system for sectarian purposes, to 

provide sectarian instruction or to benefit of any sectarian or religious society 
or institution, other than the use of religion-based rationale or expression by 
participants in otherwise permitted communications, so long as the user 
specifically disclaims any support, endorsement, or opposition by the Board 
for the views so expressed;  

 
12. Using the information and communications system for advertising, 

solicitations or promotions or other private commercial purposes, including 
personal purposes, except as permitted under Board policy or with the 
appropriate approval. 
 

13. Using institutionally created mailing lists without specific prior authorization 
which may be granted solely for purposes of communicating institutional 
messages to recipients. 

 
6 7.  Temporary Suspension of Privileges and Disciplinary Measures 
  
 Authorized users will be subject to discipline for violation of this policy. 
 

A. When alleged violations of this policy come to the attention of the Board’s Chief 
Information Officer (or such subordinates as that officer may designate), the Chief 
Information Officer shall investigate the allegations and may temporarily suspend 
access privileges if necessary or appropriate to maintain the integrity of the system or 
to comply with the system’s legal obligations.   
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1. Temporary suspension of access privileges is not a disciplinary action, but it 
will be deemed to be a grievable matter.   

 
B. Users, when requested, will cooperate with institutions in the investigation of 

suspected violations of this policy.  Failure to cooperate may result in suspension of 
access to the systems or to discipline. 

 
C. If the investigation establishes reasonable grounds to believe that a user has violated 

this policy, the Board’s Chief Information Officer (or such subordinates as that 
officer may designate) shall initiate disciplinary proceedings. 

 
1. The procedural and appeal rights of users will be based upon rights provided 

to similarly situated employees or students. 
 
2. To the extent that any employee or student disciplinary code or procedure is 

inconsistent with the requirements of this policy, this policy shall control. 
 

D. Where the facts that would trigger disciplinary action under this policy may also 
constitute a criminal infraction under any state or federal law it may be reported to 
responsible authorities, whether or not disciplinary action is initiated.  

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
SOURCE: BOR, OCTOBER 2008 
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SOUTH DAKOTA BOARD OF REGENTS 
 
 Policy Manual 
 
SUBJECT:  Privacy of Information Technology System Resources 
 
NUMBER:  7:5 
 
 
1. Preamble 

 
The Board of Regents and it institutions are respectful of the privacy of authorized users 
of computing resources and data. However, there are legitimate reasons for persons other 
than the account holder to access data, computing resources or network traffic, including, 
but not limited to, ensuring the continued integrity, availability, and confidentiality of 
operations and systems; to secure user or system data; to ensure lawful and authorized 
use of computing resources; and to respond to valid legal process or legal demands for 
access to computing resources and records. This policy seeks to facilitate teaching, 
research, and the overall mission of the universities and special schools through the 
authorized use of computing resources and data consistent with the need for limited 
access by persons other than the account holder when necessary to serve or protect 
operations or to meet legal requirements. This policy applies to all authorized users of 
computing resources regardless of user’s affiliation or relation with the institution, and 
irrespective of where the resources are located, utilized, or accessed. Nothing in this 
policy is intended or shall be interpreted to waive, limit, or otherwise restrict the rights of 
the BOR to manage and allocate use of its computing resources and data or the 
responsibilities of users.  

 
2. Definitions  
 

A. For the purposes of this policy, the following definitions shall apply:  
1) “Board of Regents (BOR)” includes the system office, the six public 

universities, centers, the School for the Deaf and the School for the Blind 
and Visually Impaired. 

2) “Authorized Users” are people acting within the scope of a legitimate 
affiliation with the institution, using their approved and assigned 
credentials and privileges, to gain approved access to computing 
resources. A person acting outside of a legitimate affiliation with the 
institution or outside the scope of their approved access to computing 
resources is considered an unauthorized user.  

3) “Computing resources” shall be defined as all devices (including, but not 
limited to, personal computers, laptops, PDAs and smart phones) owned 
by the university, special schools or the user, which are part of or are used 
to access: (1) the network, peripherals, and related equipment and 
software; (2) data communications infrastructure, peripherals, and related 
equipment and software;  (3) and all other associated tools, instruments, 
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facilities, and the services that make use of any technology resources 
owned, operated, or controlled by the system or institutions.  Computing 
resources or components thereof may be individually assigned or shared, 
single-user or multi-user, stand-alone or networked, and/or mobile or 
stationary.  

4) “Content-neutral information” is information relating to the operation of 
systems, including information relating to interactions between individuals 
and those systems. Such information includes, but is not limited to, 
operating system logs (e.g., record of actions or events related to the 
operation of a device or system), user login records (e.g., logs of 
usernames used to connect to systems, noting source and date/time), dial-
up logs (e.g., connections to modems, noting source, date/time, and caller 
ID), network activity logs (e.g., connections attempted or completed to 
systems, with source and date/time), non-content network traffic (e.g., 
source/destination IP address, port, and protocol), e-mail logs (e.g., logs of 
e-mail sent or received by individuals using university or special school e-
mail systems, noting sender, recipient, and date/time), account/system 
configuration information, and audit logs (e.g., records of actions taken on 
BOR systems, noting date/time). 

5) “Data” shall include all information that is used by or belongs to the BOR 
or that is processed, stored, maintained, transmitted, copied on, or copied 
from system computing resources.  

6) “IT administrator/technician” is a person employed, contracted or 
assigned by the BOR to maintain and operate a computer system or 
network or any portion thereof. The duties of an IT 
administrator/technician vary widely from one unit to another. IT 
administrators/technicians are usually charged with installing, supporting, 
and maintaining servers or other computer systems, and planning for and 
responding to service outages and other problems.  

7) “User(s)” shall be defined as any person or entity that utilizes computing 
resources, including, but not limited to, employees (faculty, staff, and 
student workers), students, agents, vendors, consultants, contractors, or 
sub-contractors of BOR. 

   
3. General Policy  

 
A. Except in those circumstances in which access is appropriate to serve or protect 

operations within BOR, to meet legal requirements as outlined in this policy, or in 
situations where it is part of the person’s duties within IT, stored data, and data 
network communications will not be accessed by information technology (IT) 
administrators/technicians or anyone other than:  
1) The person to whom the account in which the data has been stored is 

assigned; or  
2) The person from whom the communication originated, or to whom the 

communication was sent; or  
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3) The person to whom the device containing the stored data has been 
assigned.  

B. Although BOR seeks to create an atmosphere of privacy with respect to its data 
and use of its computing resources, users should be aware that because BOR is a 
public entity, and because BOR must be able to ensure the security, integrity and 
continuity of its operations, use of BOR’s computing resources cannot be 
completely private. For example, in addition to the types of permissible access 
described herein, e-mails sent or received through university or special school e-
mail accounts may be subject to disclosure as public records in response to public 
records’ requests under law. Further, documents including e-mails that are 
personally identifiable to a student may be education records of that student 
subject to inspection by that student under federal law. E-mails and other 
documents and data must be accessed by the BOR or the institutions to make such 
determinations. Users should be aware that although BOR will take reasonable 
measures to ensure the privacy of computing resources as outlined in this policy, 
the BOR cannot guarantee absolute privacy as it relates to any particular user.  

 
4. Accessing Accounts and Data  

 
A. Except as provided herein, BOR IT administrators/technicians may not access or 

facilitate access to the computer accounts or associated network traffic of 
someone other than the person to whom the personal computer account or 
computer is assigned. This includes data,  and other files, including electronic 
mail (e-mail), encrypted on, stored on, or in transit to or from individual computer  
accounts on BOR-owned devices/systems, personally-owned devices on BOR 
property (e.g., residence hall rooms) or devices/systems managed by the BOR on 
behalf of affiliated organizations (e.g., Foundation or Alumni Associations).   

B. An IT administrator/technician may access or permit access with the written 
authorization of the CIO, designated security officer, human resources, or the 
chief student affairs officer, in the following cases:  
1) Pursuant to authorization from the owner (the individual to whom the 

account or device or communication has been assigned or attributed);  
2) To investigate potential violations of law or policy - where there is 

reasonable concern that the individual to whom the account or device is 
assigned or owned has engaged, is engaging, or imminently intends to 
engage, in illegal activities or violations of BOR policy using the account 
or device in question;  

3) For critical operations - for situations in which retrieving the material is 
critical to the operation of the unit and when the account holder is 
deceased, terminated, incapacitated, unavailable, or unwilling to provide 
access;  

4) On behalf of a deceased or incapacitated individual - to provide access to a 
lawful representative (e.g., spouse, parent, executor, holder of power of 
attorney) of a deceased or incapacitated employee, faculty member, or 
student;  
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5) For internal audits - for information relating to specific audits or 
investigations;  

6) In response to legal process or demand - where access is required under 
the terms of a valid subpoena, court order, warrant, or other legal demand, 
or access is required under an applicable law, regulation, or BOR policy;  

7) To minimize or mitigate substantial risk – to address an emergency or to 
avoid or minimize exposure of the BOR to substantial risk of harm or 
liability;  

8) For emergency problem resolution – when the IT administrator/technician 
has a reasonable concern that a program or process active in the account or 
on the device is causing or will cause significant system or network 
degradation, or could cause loss/damage to a system or other users' data. 
This includes forensic and/or other analysis in response to a security 
incident, sensitive data exposure, or system/device compromise;  

9) To access system-generated, content-neutral information – for the 
purposes of analyzing system and storage utilization, problem 
troubleshooting, security administration, and in support of audits;  

10) To investigate security incidents - for investigating reports of abuse or 
misuse of BOR computing resources. Incident response staff may use 
system-generated, content-neutral information for the purposes of 
investigating technology misuse incidents, and in support of audits;  

11) For routine monitoring of network communications - Security and 
networking personnel may observe, capture, and analyze network 
communications. “Network communications” may contain content data 
and in some cases this content may be viewed during analysis. If any data 
must be stored to complete the assigned tasks, it will be stored securely 
and deleted as soon as possible; 

12)  Pursuant to implied consent – in situations where a user has requested 
assistance diagnosing and/or solving a technical problem or where the IT 
administrator/technician is performing required maintenance. In these 
cases, IT administrators/technicians shall limit the scope of the access to 
that which is necessary to address the problem or the task;  

13) To protect BOR assets – when there is reasonable concern that the 
intellectual property, research, trade secrets, or other assets of the BOR are 
in jeopardy.   

C. Enterprise Resource Planning Systems, that may contain individual data, will be 
routinely accessed to carry out administrative and academic functions. 

 
5. Preservation of Electronic Information and of Computing Resources  

 
A. The copying and secure storage of the contents of an individual's e-mail, other 

computer accounts, office computer, or transient network traffic to prevent 
destruction and loss of information may occur:  
1) Upon receiving credible notification of a BOR or law enforcement 

investigation for alleged illegal activity or violations of BOR policy on the 
part of a member of the BOR community; or  
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2) Upon receiving advice by the BOR or university legal counsel that such 
copying and storage is otherwise needed in order to comply with legal 
obligations to preserve electronic information or secure computing 
resources; or  

3) Upon receiving authorization from the CIO, security officer, Human 
Resources, or the chief student affairs officer indicating that such 
preservation reasonably appears necessary to protect BOR operations; or  

4) When there is a reasonable concern that illegal activity or violations of 
BOR policy have occurred, are occurring, or are imminent, as determined 
by the CIO or security officer; or  

5) As a routine backup procedure for disaster recovery or archival purposes. 
Access to such copies and stored materials shall be in accordance with this 
policy. Preserved materials that are no longer needed shall be destroyed in 
a secure manner.  

 
6. Privacy and Notification 
 

A. IT administrators/technicians accessing computing resources covered by this 
policy shall maintain the privacy of both the contents and the act of the access, 
except as otherwise required by this policy, or when necessary to report potential 
violations of law or BOR policy, and then only to the appropriate authority; and 
make reasonable efforts to report such actions to the affected individual prior to 
that access. 

B. Notice will not be provided when prior notification is not appropriate or practical 
due to the urgency of the circumstances; such notice may result in destruction, 
removal, or alteration of data; or other circumstances make prior notice 
inappropriate or impractical. 

C. Where prior notification is not appropriate or practical, reasonable efforts will be 
made to notify the affected individual as soon as reasonable under the 
circumstances. 

D.  No notification is necessary if access is for strictly routine backup, disaster 
recovery, archival purposes, or relates to data contained in Enterprise Resource 
Planning Systems that is routinely accessed for administrative and academic 
purposes. 

 
7. Authorization and Advice 

 
A. IT administrators/technicians receiving requests for access to computer accounts, 

files, or network traffic by persons other than the account holder shall consult 
with the campus CIO, security officer, human resources, or chief student affairs 
officer prior to granting the access. The CIO or security officer as designated by 
the institutions will ensure that the provisions of this policy have been followed. 
Where prior consultation is not possible, the IT administrator/technician shall 
notify the CIO, security officer, human resources, or chief student affairs officer 
as soon as possible after the access has been granted.  
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B. Advice and policy interpretation of the privacy policy is available through the 
CIO or security officer. 

 
8. Legal Requests and Initiating Access 

  
A. All legal requests or demands for access to computing resources or electronic 

information and all subpoenas, warrants, court orders, and other legal process, or 
demands directing that access be afforded to law enforcement agencies or others, 
must be delivered immediately to the CIO, human resources, Public Safety or the 
chief student affairs officer. Should such documents be served on an individual, 
employees, or IT administrators/technicians, the documents must be sent 
immediately to one of these same offices. The CIO, human resource, Public 
Safety or chief student affairs officer will review the request or order, and advise 
the relevant personnel on the necessary response. In the event that a law 
enforcement agency seeks to execute a search warrant or other order immediately 
and will not wait for review, individual IT administrators/technicians or other 
persons receiving such orders should not obstruct the execution of the warrant or 
order, but should document the actions by law enforcement, notify the CIO, 
human resources, public safety, or chief student affairs officer as soon as possible, 
and take reasonable steps whenever possible to preserve a copy of any data being 
removed.  

B. Initiating access - Persons seeking access to specific computing resources and/or 
electronic information assigned to or associated with an individual, maintained by 
Information Technology Services (ITS), must send those requests to the CIO, 
security officer, human resources or chief student affairs officer.  These 
individuals will ensure adherence to proper policy and procedures and will 
coordinate any subsequent approved access. In addition, persons seeking access to 
specific computing resources and electronic information primarily assigned or 
associated with other persons, and that are not maintained by Information 
Technology Services (ITS), should direct those requests to the CIO or security 
officer.  

 
9. Sanctions  

 
A. Failure to comply with this policy and/or other BOR information technology 

policies may result in sanctions relating to:  
1) The individual’s use of computing resources (such as suspension or 

termination of access, or removal of online material); 
2) The individual’s employment (up to and including immediate termination 

of employment);  
3) The individual's status as a student with the BOR (such as student 

discipline in accordance with applicable BOR policy); 
4) Civil or criminal liability; or 
5) Any combination of these.  
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10 Complaints  
 

A. Persons who have reason to believe that their computer privacy has been violated 
should first contact the CIO, in writing, describing the nature of the complaint. If 
the complaint is not resolved by the CIO to the satisfaction of the user, employees 
may appeal to human resources and students may appeal to the chief student 
affairs officer.  

 
 
 
 
 
 
 
 
 
SOURCE:  BOR: December 2010. 
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