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RECOMMENDED ACTION OF THE EXECUTIVE DIRECTOR 

 
 Approve the Articulation Agreement between DSU and NSA to allow enrollment of 
students in the Cyber Operations program to students successfully completing the Joint Cyber 
Analysis Course training program, and Remote Interactive Operator Training program. 

SOUTH DAKOTA BOARD OF REGENTS 
 

Full Board 
 

AGENDA ITEM:  9 
 

DATE:  May 12, 2015  
 

****************************************************************************** 
 
SUBJECT: Articulation Agreement – DSU & NSA 
 

Board of Regents Policy 2:27 Program to Program Articulation Agreements establishes 
requirements for institutions seeking to develop program level agreements for interested transfer 
students from accredited institutions. However, the policy does not speak specifically to the 
formation of articulation agreements with recognized entities that provide equivalent training 
that is not formally transcripted for college credit.  Despite this fact, in Spring 2014 the National 
Security Agency (NSA) approached DSU to gauge their interest and ability in providing 
academic credit to their military employees for cyber security education & training courses 
offered as part of their NSA employment.  The NSA employs thousands of military members and 
a bachelor’s degree is required for employment once an employee leaves the military but wants 
to keep their NSA job as a civilian.  
 

Currently, NSA provides training for their employees in one of two tracks: 1) 
NETO32001 which consists of the Joint Cyber Analysis Course (JCAC) training program; and 2) 

                                                 
1 Following assessment of the NETO3200 program, DSU faculty aligned curriculum and learning outcomes with 
existing coursework which is further designated in the attached Agreement.  Upon completion of the program, the 
student will be able to apply digital forensics including network tunneling, monitoring and analysis, and response to 
known and unknown cyber-attacks; demonstrate how packets traverse the network; execute and redirect to and from 
a remote system via multiple systems; analyze active network enumeration and perform vulnerability assessments; 
identify and demonstrate core Solaris/Unix and Windows system features including boot-time startup processes, file 
system architecture, configuration files and scripts, and available utilities and tools; demonstrate situational 
awareness and perform risk analysis in different scenarios; triage survey Solaris/Linux and Windows systems with 
thirty minutes; apply problem solving techniques associated with Solaris/Linux systems and Windows Systems to 
other UNIX and Windows variants; describe the features of various personal security products and demonstrate 
knowledge of computer security threats; analyze the mindset and methodologies of attackers/hackers and defenders; 
and formulate remedial network protection action. 
 

http://www.sdbor.edu/policy/2-academic_Affairs/documents/2-27.pdf
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CYBR34202 which is the Remote Interactive Operator Training program. Each of these 
programs offered exclusively through NSA represent classified courses that are taken by military 
personnel as part of the education and training curriculum which prepares those employees to 
conduct cyber operation missions.  This foundational coursework at NSA is consistent with the 
foundational courses offered at DSU in the BS in Cyber Operations degree. This is to be 
expected given DSU’s Cyber Operations major is an NSA-designated program and therefore 
must adhere to the CAE-CO knowledge unit requirements.  
 

Because of the institution’s strong relationship with the NSA, and the NSA-designated 
BS in Cyber Operations program is available 100% via distance education, DSU was the 
preferred choice for the NSA to create a formal articulation agreement.  100% of the NSA’s 
cyber security education & training material is classified, so DSU faculty members that hold a 
Department of Defense top secret security clearance were able to work alongside NSA personnel 
to perform an in-depth investigation of NSA’s academic content and map it to DSU courses. 
DSU is expecting approximately 50 online students in our BS in Cyber Operations for Fall 2015 
from this articulation agreement with the potential for explosive growth.  The Cyber Operations 
articulation agreement between DSU and NSA would serve as the first ever articulation 
agreement with any institution of higher education in the 63 year history of the NSA.  

 
Background Information - DSU Relationship with NSA 

 
NSA has had a formal relationship with DSU for the past four years.  The Center of 

Academic Excellence in Cyber Operations (CAE-CO) is a designation program created by the 
NSA in 2011 in order to identify the most technical cyber security programs in higher education 
at the bachelors, masters, and doctorate level.  The NSA was not able to adequately find the 
exact skillset they needed in college graduates, so the CAE-CO designation was created to more 
efficiently find viable talent.  Although there are other CAE designation programs that have been 
in existence for over ten years, the CAE-CO program is the first program-level designation; 
previous designations were at the institution level.  The CAE-CO designation involves a deep 
investigation of a program’s coursework, lab facilities, faculty, research, and outreach. This 
review is executed every five years.  
 

DSU’s Bachelor of Science in Cyber Operations was named one of the inaugural four 
CAE-CO programs in Spring 2012 and was the only undergraduate program designated in the 
nation. Since that time, nine other programs have been added with a final goal of reaching 20-25 

                                                 
2 Additional information regarding CYBR3420 cannot be shared given its sensitive nature. In totality, these two 
curriculum blocks span 12 full months of full-time instruction and laboratory work in excess of well over 2,000 
hours. Given the number of “seat hours” dedicated to NETO3200 and CYBR 3420, the skills and content knowledge 
garnered in these two blocks of curriculum equates to 50 DSU credit hours as outlined in the contractual agreement.  
Syllabi were reviewed one-by-one to match the NSA’s course content to DSU’s courses. 
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designated programs in the nation. The current 13 programs are a mix of undergraduate and 
masters programs at institutions across the nation as introduced below.  
 

• Air Force Institute of Technology (Ohio); 2013-2018 (Graduate) 
• Auburn University (Alabama); 2013-2018 (Undergraduate and Graduate) 
• Carnegie Mellon University (Pennsylvania); 2013-2018 (Graduate) 
• Dakota State University (South Dakota); 2012-2017 (Undergraduate) 
• Mississippi State University (Mississippi); 2013-2018 (Graduate) 
• Naval Postgraduate School (California); 2012-2017 (Graduate) 
• Northeastern University (Massachusetts); 2012-2017 (Undergraduate) 
• Polytechnic School of Engineering, New York University (New York) 2014-2019 

(Graduate) 
• Towson University (Maryland); 2014-2019 (Undergraduate) 
• United States Military Academy at West Point (New York); 2014-2019 (Undergraduate) 
• University of Cincinnati (Ohio); 2014-2019 (Graduate) 
• University of New Orleans (Louisiana); 2014-2019 (Undergraduate and Graduate) 
• University of Tulsa (Oklahoma); 2012-2017 (Undergraduate and Graduate) 

 
As a CAE-CO program, DSU’s Cyber Operations undergraduate degree is recognized as 

one of the most elite cyber security programs in the nation. Cyber Operations is tightly coupled 
with Computer Science where special attention is paid to low-level programming, cellular and 
mobile communications, reverse engineering of software, malware analysis, and software 
vulnerabilities and exploits. For more information on DSU’s Cyber Operations program, visit: 
http://dsu.edu/academics/degrees-and-programs/cyber-operations-bs 
 

Although the National Science Foundation (NSF) funds the DSU Cyber Corps 
Scholarship Program, it is tightly coupled with our NSA work and merits mention in this 
document. Via an NSF grant originally awarded in 2011 and renewed in 2015, high-achieving 
DSU students are provided full-ride scholarships and $20,000-32,000 in yearly stipends as part 
of annual scholarships that range from $30,000-45,000 and can be renewed for three years.  In 
return for the scholarship, students must work for a Federal, State, Local, or Tribal government 
entity for a 1:1 match of scholarship years.  The $4.6M renewal of this grant in August 2015 was 
one of the largest renewals ever awarded to an institution to support Cyber Corps students in the 
history of the NSF program. Likewise, DSU’s current count of 27 Cyber Corps scholars is one of 
the largest, if not the largest, program in the nation.  The DSU Cyber Corps selects 10 new 
scholars every year, thus it is expected we will have approximately 30 Cyber Corps scholars in 
the program at all times. 
 
  
 
 

http://dsu.edu/academics/degrees-and-programs/cyber-operations-bs
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