
(Continued)   
****************************************************************************** 

RECOMMENDED ACTION 
 

 Discussion and Recommendation. 

ACADEMIC AFFAIRS COUNCIL 
 
 

AGENDA ITEM:  5.R 
 

DATE:  July 22, 2015  
 

****************************************************************************** 
 
SUBJECT: Lockdown Browser Issues 
 
 During the July 2015 TAC meeting, an item was discussed regarding potential problems 
with the Lock Down Browser (LDB) employed by the system and D2L (see Attachment I for a 
copy of the agenda item).  It was noted that currently students can circumvent the lock down 
feature because of a number of advances in technology and it was referenced that AAC had 
recently voted to continue use of the lock down browser.   Four possible recommendations were 
advanced by the council during their discussion including: 1) No longer, support LDB; 2) No 
longer, allow multiple simultaneous logins by users; 3) Add a statement in syllabus about 
cheating and code of conduct; and 4) Notify instructors that the LDB is not a secure approach 
because of the new technologies available.  
 

Following TAC discussion, the issue was raised to system representatives on the D2L 
committee who indicated that to date no new security issues have been identified with the 
LDB.  It was noted that representatives from DSU had brought up a concern to TAC that a 
student was able to open other materials when they started the LDB itself, but it has two levels of 
lockdown, with the latter being the most locked down: 1) When it starts; and 2) When it starts a 
quiz.  

 
Despite the fact that a student was able to access materials when he/she started the LDB, 

as soon as the quiz was started additional measure kicked in, and the student was unable to do so.  
A number of institutions may not be providing the necessary training to instructors on the 
effective use of the LDB, in that it is really only secure in a proctored environment—and even 
then, only with diligent proctors.  The product was never intended to be used alone to prevent 
cheating altogether.  As is evident by these conversation and feedback received from D2L 
management committee members, some instructors have been under the false impression that the 
LDB alone prevents all cheating, and this was never the position of Respondus, or how the 
features available through the tool were presented to the system at the time of adoption.  While it 
certainly can prevent casual cheating, students can still access materials from secondary 
devices.  When LDB was first adopted, this meant taking an exam on a desktop and using a 
laptop to cheat.  This particular scenario has changed in recent years as secondary devices have 
shifted to more mobile smartphones.   
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This issues was discussed by the D2L management committee and there was strong 

sentiment that there is still a place and need for the LDB, especially in managed/proctored 
environments.  This is also why we have been investigating tools like Monitor, and other remote 
proctoring solutions (see June 2015 AAC agenda item), to buoy the effectiveness of such tools.  
AAC members should be prepared to discuss any emerging issues on their campus to assess 
adverse implications that may emerge going forward.  Additionally, members may seek to 
inquire about the extent of LDB training that is conducted at their institution to assess the extent 
that faculty are aware of the limitations that may exist as noted above.  In response to the various 
options presented by TAC it is important to consider a number of factors associated with each as 
AAC develops a path forward. 

 
1. Dropping the LDB – May not be a viable option especially given the reliance on it by 

Nursing, Health Sciences, School of Medicine, etc.  If cheating is a major concern, then 
online instructors need to pair it with other means of cheating prevention:  proctoring 
(live or remote), random questions, shifting to more qualitative assessments, etc. 
 

2. Not allowing Simultaneous Logins – May not solve the noted problem as students could 
simply download the material prior to taking an exam.  It may also have other negative 
ramifications. 
 

3. Add a Statement to the Syllabus – A number of institutions already do this and 
specifically requires for all online syllabi, and this is also covered in the student code of 
conduct. 
 

4. Notifying Instructors that the LDB is not a Secure Approach Because of the New 
Technologies Available – Additional and on-going training are warranted which based 
on the issues being raised may not be happening.   
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Currently D2L is configured to allow students to have multiple simultaneous logins and open 

multiple simultaneous windows.  On the other hand for certain courses we the system has 
purchased Lock Down Browser software so that students cannot cheat by opening a second 
browser window or any applications. So now with students having multiple devices as well 
as different browsers on the same machine because of the D2L configuration, they can open 
the lock down browser and start a new session on different browser or device and login into 
D2L or surf the web for answers. Lock Down Browser can no longer function as what it’s 
supposed to do. This also gives instructors the false sense of D2L quiz security to rely on. 
Lock Down Browser requires existing browser (IE, Safari) installed. It’s easily frozen and 
very hard for trouble shooting the issue and fixing it due to its being already “locked” on 
user’s end.         

 
 
RECOMMENDATION:  
 
Talk with AAC to let them know how technology has moved passed the original solution.  
 
Possible resolution to this issue 
 

1. No longer, support Lock Down browser.  
2. No longer, allow multiple simultaneous logins by users. 
3. Add a statement in syllabus about cheating and code of conduct 
4. Notify instructors that the Lock Down browser is not a secure approach because of the 

new technologies available.  
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