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SUBJECT: Export Control Compliance Roadmap 
 

While export control regulations are nothing new, they are becoming increasing germane 
to our institutions with the development of our research portfolio and international presence.  
Government enforcement efforts have historically focused on the corporate business sector; 
however, during the past five years there has been a significant increase in the level of 
enforcement among leading higher educational and non-academic research institutions.  The 
enhancement of our research efforts and growth of our presence on the international scene has 
brought about an immediate need to bolster our export control efforts to ensure compliance with 
the applicable regulations.   
 

The following action items are intended to provide a roadmap to formulate and 
implement a comprehensive export control compliance program.  While all are important, the 
action items below are prioritized as PRIORITY 1, PRIORITY 2 or PRIORITY 3, to assist in 
facilitating the process.  PRIORITY 1 items require immediate action, signifying steps that are 
critical to establishing a successful export control compliance program.  PRIORITY 2 items 
focus primarily on addressing or mitigating impending areas of potential risk.  PRIORITY 3 
items aim to simplify or improve upon the process in a prospective sense.  This process will take 
time and, in some instances, may require the utilization of outside resources.  Please direct any 
questions regarding the implementation of the action items to Nathan Lukkes at 
nathan.lukkes@sdbor.edu.  
 

Action Items 
System-level 

1. License a commercially available watch-list screening package for each campus to 
utilize.  (PRIORITY 1) 

2. Employ a shared export control administrator to assist System-wide in implementing and 
administering the export control compliance program.  (PRIORITY 2) 

3. Formulate an export control compliance policy to provide guidance and direction to each 
of the campuses.  (PRIORITY 2) 

4. Facilitate the creation of a System-wide webpage to provide faculty and administration 
with information and resources related to export controls.  (PRIORITY 3) 

mailto:nathan.lukkes@sdbor.edu
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Campus-wide 
1. Identify and address any research or non-research activity that might trigger the Treasury 

Department’s OFAC restrictions, which govern transactions with embargoed countries 
(e.g. Iran, Cuba, Sudan) including but not limited to export transactions (See Appendix 1 
for sample OFAC questionnaire).  (PRIORITY 1) 

2. Implement a screening process that proactively screens sponsors, international research 
collaborators, vendors, tenants, academic exchange partner institutions abroad, visiting 
delegations, and industry partners for whom PIs provide proprietary work product against 
the U.S. Government’s published watch lists.  Each University will need to designate and 
strategically position its screening team across relevant research and administrative 
functions.  (PRIORITY 2) 

Export Controlled Projects and Inventory 
1. Conduct a due diligence review of existing projects and inventory to identify and map1 

all restricted projects (including export controlled industry sponsored research and fee-
for-service arrangements) and export controlled inventory2 (including controlled 
inventory which may be used in unrestricted fundamental research).  (PRIORITY 1) 

2. Audit previous restricted projects to determine whether export controlled data used or 
resulting from the projects is properly archived (where, how and by whom?).  If export 
controlled data is archived on campus it should be included on the map.  (PRIORITY 1) 

3. Pre-identify (when possible) export control requirements at the time of award (See 
Appendix 2 for a list of additional inquiries to assist in pre-identifying export controlled 
projects).  (PRIORITY 2) 

4. Create Technology Control Plans (TCP’s)3 for all restricted projects and export 
controlled inventory (including any archived export controlled data).  A TCP is a 
documented plan to safeguard certain controlled instruments/data, research results, or 
proprietary work from unauthorized foreign national “access” or “use.”  The extent of the 
safeguards is driven by whether the export controlled items or work are EAR or ITAR 
controlled (See Appendix 3 for sample TCP template).4  Typically, the TCP addresses 

                                                 
1 Create a comprehensive “map” which identifies the physical or virtual location of restricted projects or inventory 
and reconcile this map to locations, projects or data potentially accessible to foreign nationals (i.e. F, J, H1, and B 
visitors).   
2 Classification determinations should be made by comparing the specifications and capabilities of an item 
(and in some cases its original design intent and origin) to the EAR’s Commerce Control List (CCL) or ITAR’s 
Munitions List (USML) as applicable. In some cases, this exercise is straightforward; in other more complex 
cases, and may require consultation with a vendor or item provider, licensor (in the case of licensed software) 
or the using the item for research or contract service. 
3 TCPs may require joint participation between IT, Campus Security, Human Resources, and Procurement to 
establish controlled physical and virtual parameters. 
4 Generally, ITAR restrictions apply an “any potential access” threshold pertaining to the release of controlled 
data to all foreign nationals unless specifically authorized, even if an item or data is not being used per se. In 
contrast, EAR restrictions are use-denominated and apply to specific foreign nationals, depending on whether 
the control applies to their country of nationality.           
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elements of physical access to laboratory space and controlled instruments/data, tools and 
results; data use, storage, transfer, laptop travel, and destruction (hard copy or electronic); 
authority to approve access as needed, including citizenship identification training on the 
relevant safeguards; and periodic audit.  (PRIORITY 2) 

5. Link ITAR access requirements with visa beneficiary assignments for licensing and 
technology control purposes (also included in I-129 Certification below).  (PRIORITY 3) 

Procurement 
1. Require laboratory instrument vendors to identify ITAR (USML) classified items, and 

establish a process for communicating this information to the requisitioning laboratory 
(See Appendix 4 for sample procurement contract language).  (PRIORITY 2) 

2. Where ITAR instruments/data are identified through Procurement, the export liaison 
should be alerted so that a manageable TCP to restrict access as necessary can be 
coordinated.  (PRIORITY 2) 

Travel 
1. Establish a process to identify export control requirements in pre-travel authorization 

process when faculty are traveling abroad (See Appendix 5 for sample pre-travel 
questionnaire).  The foregoing should address travel to OFAC countries, as well as the 
transfer of proprietary, export controlled data or equipment.  (PRIORITY 2) 

2. If export controlled issues are identified the export control liaison on campus should be 
notified to address the concern, which may include confirming the classification and 
obtaining the applicable license, if any.  (PRIORITY 2) 

Shipping 
1. Establish a process to identify export control requirements for items being 

shipped/mailed (See Appendix 6 for sample questionnaire).  (PRIORITY 2) 
2. Consolidate the outbound shipment of controlled commodities through one shipping 

point on campus so that required controls are applied to such transfers.  The controls 
would include, without limitation, consignee and destination checks on licensed 
shipments, as well as verification of data submissions made through the freight forward’s 
Automated Export Shipment process.  (PRIORITY 3) 

3. As part of the shipping function, implement an export control recordkeeping requirement, 
with regard to classification/jurisdiction determinations, screening determinations, and 
shipping documentation.  (PRIORITY 3) 

I-129 Certification 
1. Enhance I-129 questionnaire by incorporating clearer, more comprehensive inquiries (See 

Appendix 7 for sample I-129 questionnaire template).  (PRIORITY 2) 
2. I-129 administrators should verify with export control-sensitive departments whether 

proposed H1B and J visa personnel would have access to the full range of export 
controlled tools, data, or research/contract work results so as to inform their Certification.  
(PRIORITY 2) 
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3. Link ITAR access requirements with visa beneficiary assignments for licensing and 
technology control purposes (also included in Export Controlled Projects and Inventory 
above).  (PRIORITY 3) 

Agreements and Contracts 
Establish a process to evaluate the following for export control implications (See Appendix 8 for 
sample contract language pertaining to the issues addressed below): 

1. Restricted Funding Agreements (wherein publication or citizenship restrictions being 
considered) (PRIORITY 2) 

a. Establish criteria by which each University determines that the technology control 
and licensing implications for the effected laboratories justify the economic and 
other advantages of accepting such restrictions. 

b. When accepted, and in the case of publication restrictions, determine whether 
work subject to restriction is only proprietary (i.e. for IP protection) or actually 
subject to export controls. 

c. When publication restriction or citizenship restriction results in an export 
controlled project, meet with the PI(s) and effect laboratories to scope and 
implement a TCP, in advance of such work being conducted or controlled 
instrument/data positioned. 

2. Fabrication and Service Contracts (PRIORITY 3) 
a. Where necessary, include export control language that alerts the PI(s) to the 

business partner’s intention to provide export controlled data or the fact that the 
work is otherwise export controlled (See Appendix 8 for sample questions to 
address during fee-for-service discussions). 

b. When, by mutual agreement, export controlled data or process is introduced by 
the industry partner, establish a process for scoping and implementing a TCP 
covering the process and locations where the work is conducted (see similar 
recommendation above regarding TCPs in general). 

3. Property Lease Agreements  (PRIORITY 3) 
a. If the University is leasing laboratory space to external parties include language 

that shields the University from the liability associated with any export controlled 
activities the lessee undertakes. 

4. Non-disclosure Agreements  (PRIORITY 3) 
a. Include language that alerts the PI(s) to a research partner’s intention of 

transferring export controlled data. 
5. Conflict of Interest/Outside Activity Agreements  (PRIORITY 3) 

a. Make explicit that export control compliance is the responsibility of the 
individual/entity engaging in the outside activity and that the SDBOR and 
University will not defend export compliance violations committed during the 
course of the outside activity.   
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Appendix 1: OFAC Questionnaire 
Embargoed Countries/Sanctions 

2. Does your proposed project involve transactions with any of the following countries1? 
Check to indicate all that apply: 
 

 Balkans 
 Belarus  
 Burma/Myanmar 
 Central African Republic  
 Cote d’Ivoire 
 Cuba  
 Democratic Republic of Congo  
 Iran  
 Iraq 
 Lebanon   
 Libya   
 North Korea   
 Somalia   
 Sudan 
 Syria 
 Yemen 
 Zimbabwe 

 
Other information:       
 
3. Please check to indicate all intended activities involving the country/countries above:  

 Procurement  
 Importing tangible goods, data, or software 
 Exporting tangible goods, data, or software 
 Any payment or monetary transaction  
 Outsourcing or subcontracting services to a person or entity in that country 
 Research collaboration 
 Travel to the country 
 Provision of any “services”2 to nationals of the country 

 
Other information:       

 
4. Activities involving Cuba 

Is the activity occurring under the direction of the Cuban and Caribbean Center? 
 Yes  No 

Has a license review been performed on the proposed activities? 
 Yes  No 

 
                                                 
1 The list of countries regulated by OFAC is subject to change. This list should be kept up to date in accordance with 
current OFAC regulations. 
2 While the OFAC regulations are country-specific, generally speaking OFAC interprets the “service” category of 
activity broadly to include providing any information of commercial value, even in what otherwise may be considered 
a normal data exchange for research collaboration purposes. All such transactions are potentially subject to 
Treasury’s license requirements, and it is common for higher education institutions to inadvertently violate one of 
these regulations. University faculty and administrators will be well served with a web alert to these restrictions so 
that assistance with an OFAC matter can timely sought. 

http://www.treasury.gov/resource-center/sanctions/Programs/Pages/Programs.aspx
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Have the faculty and students involved in the project been briefed on license and 
reporting requirements? 

 Yes  No 
 

Other information:       
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Appendix 2: Standard Sponsored Research Inquiries 
 
• Does project involve receipt of any export controlled item (hardware, software, materials, 

technical data)? 
• Will there be an NDA associated with the project either for incoming or outgoing information 

that covers proprietary data? 
• Will there be a transfer of any item (as defined above) internationally, i.e. an export of any 

item? 
• Will there be travel associated with the project for purposes of conducting research abroad?  
• Will this travel require the transfer of any items abroad in conjunction with the work being 

conducted, either hand-carried or shipped?  
• Will the project involve hosting visitors from other institutions and, if so, in what capacity? 
• Will the project involve the procurement or receipt of export controlled items?     

As noted previously- an abbreviated version of the above-referenced inquiries may read as 
follows: 
 
"Project involves exporting any item by any means out of the U.S. and/or involves the visual 
access or actual use by foreign nationals (individuals present on a temporary immigration visa 
to third party (outside of the university) proprietary technology, or to any article item identified as 
"ITAR" export controlled." 
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Appendix 4: Sample Instruction Language-Procurement 
 

INTRODUCTION 

The following sample language is recommended for requesting equipment and software 
vendors to provide export control classification information (EAR or ITAR) when purchasing on 
behalf of a university. Since vendor/supplier relationships are nuanced  depending on business 
circumstances, this language should only be regarded as "sample'' language to illustrate the 
type of instruction one might use in obtaining export control classification data. In short, 
adaptations to this language may be necessary.   

Typically, we recommend segmenting the vendor pool into certain groups and determining 
which (if not all) are appropriate or best-suited to receive this type of instruction. For example: a 
university might purchase instruments or software in substantial quantities from one or more 
vendors under substantial "framework" agreements - these would certainly be eligible 
candidates. Alternatively, a university might purchase a sophisticated instrument - for example a 
laser - from one vendor; where the nature of the instrument alone would warrant an instruction 
to provide the ECCN data. In the case of a distributor from whom you purchase numerous types 
of items, the same instruction is also recommended.  

Note: while some vendors may legitimately wish to comply, but do not know how – the university 
involved will likely need to assist in the classification exercise. In the event that a vendor refuses 
to comply, Procurement will need to determine the best solution. In any event, receiving this 
classification information is a convenient tool: it does not replace the ultimate obligation by the 
university to ensure that it is using the correct classifications for EAR or ITAR export purposes. 
Hence, there may be some situations where, notwithstanding the vendor's indication of how an 
item is classified, the university may wish to verify through its own classification procedure. This 
would certainly be true where there is any indication from the vendor that the classification being 
provided is unreliable.   

 

SAMPLE LANGUAGE 

Export Compliance. The vendor (or supplier) agrees that it will provide the export control 
classification associated with the commodity being purchased, to the extent that this item is 
controlled either under the Export Administration Regulations (EAR) or the International Traffic 
in Arms Regulations (ITAR). For EAR-controlled items, the correct ECCN classification based 
on the Commerce Control List will be provided. For ITAR items, the correct USML Category will 
be provided. In both cases, to the extent that the item includes technical data such as 
operational manuals, such data must also be classified. In the event that the vendor (or 
supplier) is unable to comply with this instruction, it will notify [name of University] within [x] days 
of purchase order, indicating the reason for non-compliance and recommended solution. 
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INTERNAL COMMUNICATION TO PI/LAB 

Based on information provided from the vendor of this instrument [or other named item], 
this item is export controlled under [identify control level]. As such, it may require 
authorization from the U.S. Government prior to export out of the U.S. [Include the 
following language if ITAR-controlled: In addition, this item must be restricted from 
foreign national access in your laboratory, until such time as prior authorization to allow 
access is obtained.] For further guidance on either exporting the item outside the U.S. 
[or in the case of ITAR, allowing access to the item by a foreign national], contact 
[name]. 
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Appendix 5: Pre-travel Authorization Export Inquiries 
 
Please state purpose of travel:        
 
If Other, please specify:       
 
Please indicate travel information as follows: 

Intended destination(s):       
Dates of departure and arrival, and total duration of travel:       
Which [[name of university] ]  personnel will participate in this trip?       

 
 Please check to indicate that the foreign institution(s)/collaborator(s) hosting [[name of 
university] ]  personnel have been screened against US Government denied parties lists. 

 
Will any item be taken out of the country including personal tools (laptops, GPS devices, etc.)? 
Please include any data contained on your laptop as a separate item.   

 Yes   No 
If yes, please list the items:      
Please identify the purpose of each item above:       
Please identify the jurisdiction (EAR or ITAR) and Category or classification of each item 
above:       
Has your item been licensed for export? 

 Yes   No 
Does your item meet a license exception? 

 Yes   No 
 
 
Will any items (including data) be provided to the host institution/collaborator? 

 Yes   No 
If yes, please list the items:      

 
 
Please check if you intend to travel to any of the following countries: 

 Cuba 
 Sudan 
 Syria 
 North Korea 

If so, do you intend to make any payments or transfer of funds, or provide any services1, 
to a national of this country? 

 Yes   No 
 

                                                 
1 While the OFAC regulations are country-specific, generally speaking OFAC interprets the “service” category of 
activity broadly to include providing any information of commercial value, even in what otherwise may be 
considered a normal data exchange for research collaboration purposes. All such transactions are potentially 
subject to Treasury’s license requirements, and it is common for higher education institutions to inadvertently 
violate one of these regulations. Faculty and administrators will be well served with a web alert to these 
restrictions so that assistance with an OFAC matter can be timely sought.  
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Appendix 6: Material Transfer Checklist 

This Checklist is meant to be used prior to the transfer of any item, including hardware, 
software, raw materials, or technology. 

1. Has the intended recipient been screened against the restricted parties lists? 
 Yes   No 

Other information:       
 

2. What was the result?       
 

3. Do you have any reason to believe that the intended recipient plans to use the material 
for a defense purpose? 

 Yes   No 
Other information:       
 

4. Where was the material procured from?       
 

5. Has the material intended for transfer been jurisdictionally determined and classified for 
export control purposes? 

 Yes   No 
 

6. What is the jurisdiction and classification of the material?       
 

7. Has Shipping been advised of the classification for the material? 
 Yes   No 

Other information:       
 

8. Is there anything else about this transaction that poses questions with regard to end use, 
jurisdiction, classification?       
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Appendix 7: Recommended Enhancements for Form I-129 Export Control Questionnaire 
 
Portions of this Sample I-129 Questionnaire may be used to supplement or replace existing H-
1B Visa Application Export Control Review materials. 
 
The United States Citizenship and Immigration Service requires that an employer, when filing an 
H-1B petition, certify that (i) it has reviewed the Export Administration Regulations (EAR) 
administered by the U.S. Department of Commerce and the International Traffic in Arms 
Regulations (ITAR) administered by the U.S. Department of State, and (ii) it has determined 
whether or not a license  (prior authorization) is required from either of these Government 
agencies to allow an employee who is a foreign national access to export controlled items or 
technology (laboratory equipment/research instruments, materials, software or 
technology/technical data) controlled under the EAR or ITAR. The transfer or release to a 
foreign national of such items by any means is “deemed” to be an export to the foreign 
national’s country of citizenship or permanent residence, potentially requiring an export license 
unless a particular authorized license exemption applies.                  
 
Please complete the questionnaire below. The questionnaire must be completed or signed by 
the Principal Investigator or other appropriate University authority with direct oversight of the 
visa applicant’s work. The Department Chair must also sign the completed questionnaire. 
Please note that unless a pre-authorized exemption applies, an export license may be required 
before the applicant may start his/her activities. Questions should be directed to [contact TBD].  

 
1. Will the visa applicant be working in one of the following areas: biomedical sciences, 

computer sciences, space or space launch sciences, or any engineering or scientific 
discipline? Engineering or scientific disciplines may include but are not limited to the 
following: Chemical, Electrical, Semiconductor, Material Science, Physics, Mechanical, 
Geophysical, Marine, Astronomy, Nuclear, Artificial Intelligence or Robotics. [Please 
provide brief explanation of work assignment] 

 
              

              

              

              

 
Check one: 
 

 No, the assignment will not involve, expose or potentially expose the applicant to any 
scientific discipline, including but not limited to the ones listed above. Please sign 
and date this form below and submit it to [TBD] in conjunction with your H-1B 
processing request. 

  
 Yes, the assignment will involve, expose or potentially expose the beneficiary to a 
scientific discipline (including but not limited to one or more of those listed above). 
You are required to check all the boxes for questions 2-5 below and sign and date at 
the bottom.  If you do not have the information necessary to complete this 
certification, please contact [contact TBD] to complete the processing of this 
certification questionnaire.  If, by virtue of the question, you are unable to check one 
of the following boxes, [contact TBD] will work with you to further determine whether 
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the work intended for the visa applicant requires prior export control authorization 
from a governing U.S. agency or requires a Technology Control Plan to temporarily 
or permanently restrict access by the beneficiary to only what is not export 
controlled. 

 
2.  The visa applicant will not be working under a sponsored research agreement (e.g. 

grant or contract) that restricts or prohibits the participation of foreign persons, i.e. 
there are no restrictive clauses pertaining to foreign nationals or non U.S. persons 
participating in the research. 

   
3.  The visa applicant will not be working under a sponsored research agreement (e.g. 

grant or contract) that restricts or prohibits the research team’s right to publish any of 
the data or research results, except for the sponsor’s right to review and exclude 
from intended publication proprietary data that, under the terms of the Agreement, is 
exempt from publication. 

 
4.  In performing the work under the visa, the visa applicant will not be provided access 

(whether or not actually required for his/her work assignment and whether through 
hard or soft copy) to: 
• Technical data or information that has been stamped or otherwise designated by 

the sponsor or collaborating institution as  “export controlled”; 
• Sponsor or third-party proprietary or confidential information, materials, or 

software that is the subject of a Non-Disclosure Agreement (NDA) or equivalent 
confidentiality agreement;   

• Proprietary (to sponsor or a third-party) technology for the development of 
cryptography, or proprietary source code containing cryptographic functionality; 
and 

• Information pertaining to the “use” of laboratory equipment (that is not in itself the 
subject or result of self-invented fundamental research): for purposes of this 
definition, “use” means that all of the following 6 types of activities occur:  

• Operation, installation, maintenance, repair, overhaul and refurbishing. 
 
5.  In performing the work under the visa, the visa applicant will not be provided access 

to research equipment, instruments, materials, software, and/or technical data in any 
form (e.g. blue print, sketches, specifications, documented technology, vendor 
operational manual/instructions, data results) that is governed under the ITAR.  

 
 ITAR covers any item (equipment, instruments, materials, software, and/or technical 

data as exemplified above) specifically designed, developed or modified for military, 
defense or space applications) and may include such items whether procured from a 
vendor, or otherwise received by a research sponsor or collaborating research 
institution. For a list of the high level ITAR categories that identify such defense, 
military and space items see Appendix 1 to this Certification. See also 
(http://www.pmddtc.state.gov/regulations_laws/itar_official.html). For purposes of this 
certification, “access” means any visual or physical access to the item, regardless of 
whether such access is actually required by the visa applicant to perform his/her 
work assignment.    

 
 (Note: any such item that has been self-invented and is the precise subject of 

previously published research by [name of university] may be exempt from this 

http://www.pmddtc.state.gov/regulations_laws/itar_official.html
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access restriction, pending confirmation by ORP. Please contact [TBD] if there are 
any questions about whether access meets the self-invention standard). 

 
 
 
 

CERTIFICATIONS AND APPROVALS 
 
I hereby certify that I am personally knowledgeable with the job duties and other particulars of 
employment of the visa applicant listed above, and hereby affirm that the contents of the 
foregoing certification questionnaire are true to the best of my knowledge, information and 
belief. 
 
I further understand that failure to accurately complete this questionnaire can result in U.S. 
Government export control violations for which civil and criminal penalties can be assessed 
against (i) any individual (including a PI) found to have caused or facilitated a violation, and/or 
(ii) [name of university].  
 
 
_________________________  _________________________    _____________   
PI/Faculty Sponsor  Title  Date 
 
 
 
_________________________  _________________________ _____________ 
Department Chair/ Rep. Title     Date 
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Appendix 8: Sample Agreement (Article) Language to address export controls in various 
types of Agreements and Travel Authorization Questionnaire 

Sample Agreement (Article) Language  

The following language is intended to provide the Universities with sample or model language 
that it may adapt to the following types of agreements for export control purposes. Please note 
that this is merely sample language for guidance purposes: we recommend that, for each 
institution, University Counsel carefully review this suggested language and conform it 
accordingly to how that institution would normally prepare its contractual provisions.   

• Fabrication/Service Contracts (where the university is performing a fee-for-service 
contract that falls outside of fundamental research) 

• Lease Agreements (where the university is a landlord to an external party) 
• Non-Disclosure Agreements (incoming NDAs/data being provided to the 

university) 
• Master Service Agreements (where the university is procuring a service on behalf 

of the university) 
 

Fabrication/Service Contracts 

Article X: Export Controls 

Where [name of university] is providing a fee-based service or is fabricating any item for [name 
Agreement party], a prior determination by the parties will be made as to whether the agreed-
upon work is export controlled. Export controls may attach a) to the technology or process that 
is being used to perform the service; b) the end product or commodity (where applicable); c) 
proprietary technology or software that [name of university] received from [name Agreement 
party or any other external party] that is necessary for the agreed-upon work; or d) materials 
used in the production or fabrication process. This determination shall occur and be mutually 
confirmed by the parties at least [X days] prior to the commencement of such work so that 
export control compliance can timely addressed.   

As to any export controlled item which [name Agreement party] intends to provide [name of 
university] under this Agreement, [name Agreement party] shall provide [name of university]  
with at least 30 days notification of its intent to provide such item(s) so that any necessary 
compliance measures can be undertaken on a timely basis.  

Article X: General Export Control Compliance 

[Note: many institutions include something like the following as part of an overall compliance 
definition/liability framework] 

It is [name of university] policy to remain fully compliant at all times with all U.S. export control 
regulations, including but not limited to the Export Administration Regulations; International 
Traffic in Arms Regulations; and embargo sanctions under the Office of Foreign Assets Control 
(OFAC). Therefore, to the extent that [named Agreement party or any other party to this 
contract] does not comply with said regulations, [name of university] will not be held responsible 
or liable for such non-compliance.  
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Non-Disclosure Agreements 

[Note: this language is intended to address incoming data or information that the university 
would need to address from an export control agreement.]  

Article X: Export Controls 

It is [name of university] policy to remain fully compliance at all times with all U.S. export control 
regulations, including but not limited to the Export Administration Regulations; International 
Traffic in Arms Regulations; and embargo sanctions under the Office of Foreign Assets Control 
(OFAC). Therefore, in the event that [name NDA party/sponsor] wishes to provide export 
controlled data or information to [name of university] during the course of activity under this 
Agreement, [name party] must first notify [name of university]]  of its intention to provide this 
data at least 30 days in advance of actually providing this data or information, and indicate who 
at [name of university]  will be the intended recipient. [Name of university]  will then determine 
whether it can or cannot accept such data, the conditions for such receipt if agreed upon, and 
communicate said determination back to [name party/sponsor].        

 

Lease Agreements 

Article X: Export Controls 

[Note: it is important to distinguish those situations where (a) the lease agreement is purely a 
landlord [name of university] tenant (unrelated) party situation vs. (b) situations where a [name 
of university] employee is participating in the work that the tenant is doing (on behalf of [name of 
university]), or the tenant’s work contemplates the use of [name of university] resources beyond 
the lease agreement itself.]  It is critical that any potential conflict of interest with regard to 
collaboration with a tenant, i.e. work being conducted on behalf of [name of university] vs. 
private consulting etc., be vetted in advance, as this could affect the lease agreement as well.      

Type (a) 

It is [name of university] policy to remain fully compliant at all times with all U.S. export control 
regulations, including but not limited to the Export Administration Regulations; International 
Traffic in Arms Regulations; and embargo sanctions under the Office of Foreign Assets Control 
(OFAC). Therefore, to the extent that [named Lease Agreement party any other party to this 
lease Agreement] does not comply with said regulations during the term of this lease 
Agreement, [name of university] will not be held responsible or liable for such non-compliance.  

Type (b) 

It is [name of university] policy to remain fully compliance at all times with all U.S. export control 
regulations, including but not limited to the Export Administration Regulations; International 
Traffic in Arms Regulations; and embargo sanctions under the Office of Foreign Assets Control 
(OFAC). Therefore to the extent that [name of university]   personnel are collaborating or 
participating in any work being conducted in said leased premises, each party will remain strictly 
responsible for its own compliance with all U.S. export control regulations.  In the event that 
[named Lease Agreement party or any other party to this lease Agreement] does not comply 
with said regulations during the term of this lease Agreement, [name of university] will not be 
held responsible or liable for such non-compliance.  
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Master Service Agreements/Contracts 

[Note: each university should contractually cover itself from an export compliance standpoint in 
those situations where it is hiring an external party to perform a particular service, for example, 
IT services or other infrastructure services. Presumably, also, all key vendors that fall into this 
category will have been screened against Visual Compliance prior to contract, to ensure that 
there is no export control exposure from that perspective.] 

It is [name of university] policy to remain fully compliant at all times with all U.S. export control 
regulations, including but not limited to the Export Administration Regulations; International 
Traffic in Arms Regulations; and embargo sanctions under the Office of Foreign Assets Control 
(OFAC). Therefore, in the event that any party to this [Master Services Agreement/Contract] 
does not comply with said regulations during the term of this Agreement/contract, [name of 
university] will not be held responsible or liable for such non-compliance.  
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