ACADEMIC AFFAIRS COUNCIL
AGENDA ITEM: 5 – D
DATE: September 1-2, 2020
******************************************************************************
SUBJECT
Revisions to BOR Policies 4:21, 4:35, 5:5:3 and 5:14
CONTROLLING STATUTE, RULE, OR POLICY
BOR Policy 4:21 – Political Activity
BOR Policy 4:35 – Conflict of Interest
BOR Policy 5:5:3 – Tuition and Fees: Special Course Types
BOR Policy 5:14 – Protection of Social Security Numbers
COHE Agreement
BACKGROUND / DISCUSSION
As a result of the elimination of collective bargaining after the passage of Senate Bill 147
during the 2020 Legislative Session, BOR Policies 4:21, 4:35, 5:5:3 and 5:14 are being
updated to remove now obsolete references to COHE and the collective bargaining
agreement for the six Regental institutions.
IMPACT AND RECOMMENDATION
Board staff recommends approval.
ATTACHMENTS
Attachment I – Proposed revisions to BOR Policy 4:21
Attachment II – Proposed revisions to BOR Policy 4:35
Attachment III – Proposed revisions to BOR Policy 5:5:3
Attachment IV – Proposed revisions to BOR Policy 5:14

******************************************************************************
DRAFT MOTION
Approve the proposed revisions to BOR Policies 4:21, 4:35, 5:5:3 and 5:14, as presented.
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SOUTH DAKOTA BOARD OF REGENTS
Policy Manual
SUBJECT: Political Activity
NUMBER: 4:21
A. PURPOSE
To describe the parameters applicable to employees of the Board of Regents engaging in
political activity.
B. DEFINITIONS
None
C. POLICY
1. Employees of the Board of Regents shall not be obligated, by reason of their employment,
to contribute to any political funds or collections or render political service. Employees
refusing to contribute such funds or to render political service may not be removed or
otherwise disciplined or prejudiced for such refusal.
2. Employees of the Board of Regents shall not use their official authority or influence to
coerce the political action of a person or group.
3. Provided the following activities do not (a) occur during work hours or (b) involve the use
of Board information and communication technology systems, Board services or Board
property in any manner that is not available to the public and paid for at the rate offered to
the public, employees of the Board of Regents may:
3.1. Take an active part in political management, political campaigns, or other activities with
the purpose of influencing the nomination or election of a candidate, or for the
petitioning of a ballot question or the adoption or defeat of any ballot questions or state
law; and;
3.2. Seek and hold compatible elective political office. Employees, both during any
election campaign and during the term of any part-time office, other than that of state
representative or senator, to which the employee may be elected, are required to make
specific arrangements with the president, superintendent and his/her designee to
assure that the employee's regular duties are performed. Employees elected to a fulltime public office are entitled to leave without pay consistent with 4:15 of the Board
of Regents Policy Manual. Under current South Dakota Supreme Court interpretation
of section 12, article III, of the South Dakota Constitution, employees elected to the
South Dakota Legislature must resign from state employment no later than the
beginning of their term in office.
Political Activity
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4. Employees of the Board of Regents enjoy all rights of free expression accorded them under
state and federal law. Nevertheless, employees, especially faculty and professional staff
members, should remember that the public may judge their institution or the Board by their
public statements. Accordingly, unless they have been authorized to make an official
statement on behalf of their institution or the Board, employees should make every effort
to indicate that they are not speaking or writing as institutional or Board representatives.
At a minimum, employees who identify their institutional affiliation should advise the
public that the views that they express represent their own private or professional opinions,
not those of their institution or of the Board, and that these opinions are given in their
individual capacities or as private consultants.
Faculty members should, additionally, observe those standards set forth in the Board’s
policies on academic freedom, Policy No. 1:11., and the agreement with the Council of
Higher Education

FORMS / APPENDICES:
None

SOURCE:
BOR Aug. 1979, p. 1126; SDCL §§ 3-6-26 through 3-6-27, 3-6A-14(6), 3-6A-15, 13-49-14 through
13-49-14.1; Revised BOR March 1992; BOR October 2010; BOR December 2018
Political Activity
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SOUTH DAKOTA BOARD OF REGENTS
Policy Manual
SUBJECT: Conflict of Interest
NUMBER: 4:35
1. Persons employed full-time by the South Dakota Board of Regents in professional capacities,
whether as faculty members, extension agents, administrators with authority over
organizational units, programs, supervision of personnel or purchasing or other contract
approval on behalf of the Board or the institution, together with civil service staff who make
effective recommendations for purchasing shall devote their best professional efforts to the
service of the institution to which they are assigned.
A. The duty to devote the best professional efforts to the service of the employing institution
means that professional employees shall apply themselves to the proper work entrusted to
them in order to achieve in the most effective and efficient manner the goals that have been
set for them.
1. Professional employees who serve the Board full-time in professional capacities may
not simultaneously be employed full-time by other employers; provided that this
provision shall not apply to persons appointed as faculty members by the medical
school but employed full-time by other employers.
B. Professional employees should avoid entering into outside employments, occupations or
endeavors for profit of any kind that may reasonably be thought to influence the decisions
that they make in their capacity as Board employees, the degree of thought and effort that
they devote to their responsibilities as Board employees or, in any other manner, the
loyalty and diligence with which they pursue the best interests of the Board and of the
students and citizens who rely upon the Board and its employees.
1. In addition to the Investigator Financial Disclosure requirements contained in Board
Policy No. 4:32, professional employees shall certify compliance with this policy
annually by disclosure of outside employments, occupations or endeavors for profit,
including investments or ownership interests held by immediate family members,
that may reasonably be thought to influence, either directly or indirectly, institutional
business, research or other decisions in matters in which the employee or immediate
family member has a significant financial interest. If circumstances arise that suggest
to the institutional chief executive officer, or that person’s designee, that such outside
interests have caused their work for the university to suffer or have given rise to an
appearance of conflict of interest, the institutional chief executive officer, or that person’s
designee, may inquire into such activities, and the professional employees shall
cooperate fully by disclosing such additional information as the institutional chief
executive officer may request.
a. For purposes of this policy, financial interests are significant and reasonably
thought to influence, whether directly or indirectly, institutional business, research
Conflict of Interest
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or other decisions that the professional employee makes on behalf of the Board
and the institution when an outside entity:
i.

employs the professional employee, or an immediate family member,

ii.

or retains such a person as a consultant, or in any other compensated
capacity, or

iii.

when the professional employee or immediate family members, either
individually or in aggregate, own equity in the outside entity in such
amounts as would be reportable under federal regulations governing
investigator conflicts of interest. (At the time of the 2005 negotiations,
these sums would equal 5% of the equity issued by the entity or at least
$10,000 of ownership interests in the outside entity.

b. For purposes of this policy, “immediate family” includes a spouse, a common law
spouse, or any other adult with whom the professional employee lives and
commingles assets, unemancipated natural or adopted children, persons over whose
affairs the professional employee or spouse exercises the responsibilities of guardian.
c. Disclosures required under this section shall be made to the institutional chief
executive officer, or that person’s designee, and shall be treated as confidential
material to be retained in personnel files, but without being subject to disclosure
during promotion, tenure or continuing appointment reviews.
d. The duty to disclose conflicts shall be continuing. Each professional employee shall
have an obligation to supplement the annual disclosure within one month of the
time that the employee or immediate family member acquires employments or other
business or financial interests that would be reportable under the policy; provided
that immediate disclosure is required if the professional employee is actively
participating in decision-making in a project or other endeavor involving the outside
employer, contractor or entity.
2. When requesting additional information under this policy, the institutional chief executive
officer, or that person’s designee, will indicate the circumstances that gave rise to the
request.
3. Faculty members may engage in private consulting on such terms and conditions as
provided herein and under Board Policy No. 4:19. or, for members of the faculty
bargaining unit, under § 9.5 of the collective bargaining agreement between the Council
of Higher Education and the Board.
a. Notwithstanding any other provision of Board policy or of a collective bargaining
agreement, absent the specific written consent of the chief executive officer of the
employing institution, no faculty member may serve as an expert witness on behalf
of a party pursuing a claim against the Board, an institution under its control, or
an officer, agent or employee of the Board, where the matters at issue involve
deliberative or evaluative processes of the institution and the prospective expert
witness participated in such deliberations or evaluations and helped to develop the
institutional position with respect to such matters.
i.
Conflict of Interest
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from testifying in other capacities as to unprivileged matters within their
personal knowledge.
4. Exempt staff, classified staff and extension agents who serve the Board full-time in
professional capacities may engage in private consulting, in the manner, under such
conditions and to the extent permitted under SDCL ch 3-8 and this policy.
a. Notwithstanding any other provision of Board policy, absent the specific written
consent of the chief executive officer of the employing institution, no exempt staff
member, classified staff member or extension agent may serve as an expert witness
on behalf of a party pursuing a claim against the Board, an institution under its control,
or an officer, agent or employee of the Board, where the matters at issue involve
deliberative or evaluative processes of the institution and the prospective expert
witness participated in such deliberations or evaluations and helped to develop the
institutional position with respect to such matters.
i.

This restriction may not be construed as an effort to prevent such employees
from testifying in other capacities as to unprivileged matters within their
personal knowledge.

b. Extension agents and extension specialists may not enter into consulting contracts to
be performed within their assigned areas.
c. Extension agents and extension specialists may not contract to serve as expert
witnesses as to matters related to the expertise that they exercise as part of their
employment.
C. Professional employees shall be subject to the Investigator Financial Disclosure policy
contained in Board Policy No. 4:32. Absent prior consent, professional employees shall not
engage in service businesses or enter into contracts to provide services where
1. The services to be provided by the businesses or under the contracts are also made
available to the public by Board institutions, and
2. The professional employees are expected to provide such services on behalf of the Board
as part of their regular assignments.
The prior approval requirement stated in this section shall not apply to activities undertaken
by professional employees with nine month, ten month or eleven month contracts outside the
dates of active contractual service; except that any agreement to provide instructional service
or consulting services of any kind to postsecondary institutions not governed by the Board,
whether or not the course of instruction or services are offered by Board institutions, and
whether or not the services are provided outside the dates of active contractual service, must
receive prior approval.
D. Professional employees who hire or engage junior colleagues, subordinates, or students for
purposes unrelated to the activities of the institution
1. May not use their institutional positions to induce such junior colleagues, subordinates
or students to accept such employment or engagements, and
2. May not permit disputes arising from an outside employment or engagement to influence
decisions that the professional employees make on behalf of the Board about the
Conflict of Interest
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performance of the junior colleagues, subordinates or students.
E. Persons employed by the Board of Regents are subject to the prohibitions imposed upon
state employees in the South Dakota Codified Laws, to include SDCL 5-18A-17 to 5-18A17.6. In general, these statutes prohibit state employees from deriving a direct benefit from
certain state contracts, while employed or for a period of one year thereafter.
1. The prohibition applies to contracts, other than employment contracts, with any state
agency, and it applies whenever an employee:
a. Approves, awards, or administers;
b. Recommends for approval or award; or
c. Supervises a person who approves, awards, or administers the contract.
2. A state employee derives a direct benefit from a contract when the employee, the
employee's spouse, or other persons with whom the state officer or employee lives and
commingles assets:
a. Has more than a five percent ownership or other interest in an entity that is a party
to the contract;
b. Derives income, compensation, or commission directly from the contract or from
the entity that is a party to the contract;
c. Acquires property under the contract; or
d. Serves on the board of directors of a for-profit entity that derives income or
commission directly from the contract or acquires property under the contract.
A state employee does not derive a direct benefit from a contract based solely on the
value associated with the officer's or employee's investments or holdings, or the
investments or holdings of other persons with whom the state employee lives and
commingles assets.
3. An authorization may be granted in accordance with SDCL 5-18A-17.2, to allow
employees to derive a direct benefit from a contract described in section 1.E.1, by the:
a. Institutional chief executive officer or their designee for authorizations for
employees of the institution;
b. Executive Director and CEO for authorizations for Board staff and the chief
executive officers of the institutions; or
c. P resident of the Board for authorizations for the Executive Director and CEO.
Every authorization granted pursuant to SDCL 5-18A-17.2 is a public record and must
be filed with the commissioner of the Bureau of Human Resources.
F. Faculty members are subject to the specific prohibition stated in S.D. Const. art. VIII, § 17
against profiting from the sale of books or apparatus that they have authored, invented
or manufactured to students attending any public K-12 school, vocational institute or
university located in the State of South Dakota.

Conflict of Interest
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G. When engaged in outside employments, occupations or endeavors for profit, professional
employees shall indicate that they are acting in their private capacities and not as employees
or agents of the Board or its institutions.
1. Professional employees may disclose their institutional affiliation to the extent that it
may be customary to do so in order to inform another individual of one's credentials.
a. Professional employees who have obtained licenses on terms and conditions
approved by the Board may use the name of the Board or of their employing
institutions, or any logo, insignia or marks associated with them, for advertising
purposes.
H. No professional employee may use for any purpose unrelated to the discharge of official duties
any confidential information acquired by virtue of or in the course of his or her employment
by the Board.
1. The prohibition stated in this section precludes the use for private purposes of information
regarded as confidential by extramural organizations. Particular care must be taken
to safeguard such confidences reported by students who acquired the information
through service in institutionally sponsored internships or comparable placements.
I. Professional employees may not use for any purpose unrelated to the discharge of official
duties supplies, equipment or staff provided by virtue of or in the course of their employment
by the Board; except that, such use may be permitted where:
1. The use has been authorized in furtherance of approved consulting or private research,
and appropriate arrangements have been made to reimburse the employing institution
for such use, or
2. The use has been authorized as de minimis and consistent with the effective operation
of the public work place and does not increase the cost of the resource to the state.
J. Professional employees may not solicit or accept for personal use, or for the use of others,
any gift, favor, loan, gratuity, reward, promise of future employment or any other thing of
monetary value that might influence or appear to influence the judgment or conduct of the
employee in matters involving institutional business activities or academic decisions.
Professional employees may accept occasional unsolicited courtesy gifts or favors
provided that the gifts or favors are customary in the industry and not of substantial value,
and will not influence or appear to influence the judgment or conduct of the employee in
matters involving institutional business activities, research or service endeavors or academic
decisions. Ordinarily, no permitted gift or gratuity will have a value exceeding two hundred
($200). If an otherwise proper gift or gratuity has a value exceeding that sum, acceptance
of the gift or gratuity shall be disclosed to the professional employee’s immediate
supervisor. Notwithstanding the foregoing, upon prior written approval of the institutional
chief executive officer, professional employees may accept a business trip paid for by a
prospective vendor for purposes reasonably related to the evaluation of equipment, goods
or services for possible acquisition by the institution.
1. Any disclosure made under this section shall be in writing and receipt of the same
shall be acknowledged in writing. Such writings shall be treated as confidential
material to be retained in personnel files, but without being subject to disclosure
Conflict of Interest
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during promotion, tenure or continuing appointment reviews.
K. Professional employees may accept honoraria from government or nonprofit organizations
in recognition of services provided as a professional expert pursuant to Board Policy No.
4:19 (4), unless:
1. The person, company, or organization offering the honorarium wants, or could
reasonably be expected to want, to sell goods or services to the institution or to the
system, and the employee is in a position to influence the decision to acquire that type
of good or service;
2. The person offering the honorarium is regulated by the institution or the system, and
the employee is in a position to participate in the regulation;
3. The person offering the honorarium:
a. is seeking or opposing or is reasonably likely to seek or oppose enactment of
legislation or adoption of administrative rules or actions, or policy changes by the
institution or the system; and
b. the employee may participate in the enactment or adoption;
or
4. The payment would be classified as a conflict of interest under other provisions of this
policy if it were made by a for-profit entity.
5. “Honoraria,” as used in this policy, means money or a thing of value offered to an
institutional employee for a speech, appearance, article, or similar item or activity
in connection with the employee's official role. Honoraria may include money or a
thing of value offered to employees serving on scholarly or advisory bodies related to
their academic work, public commissions, boards of philanthropic organizations,
review panels or accreditation teams, or similar activities.
2. Institutional chief executive officers or their designees may direct professional employees
to curtail or to abandon outside business endeavors, or they may, in their sole discretion,
reassign the professional employees to duties that do not entail conflicts of interest, if
professional employees have failed to observe limitations specified in this policy or have
otherwise acted in a fashion, not otherwise expressly addressed hereunder, that compromises
the interests that this policy seeks to protect.
A. Where the institutional chief executive officers or their designees believe that a professional
employee has violated or departed from the public policies adopted herein, they shall:
1. Give the affected professional employee written notice of the facts and circumstances
that ground such concerns and advising them of the actions that the institution will
require;
2. Meet with the affected professional employee within ten working days after the initial
notice was sent. The purpose of the meeting will be to discuss the factual basis for
the institution's concern and the actions that the institution will require;
3. Within five working days after the meeting, give the affected professional employee
written notice of those actions that he or she must take in response to the institution's
Conflict of Interest

4:35

ATTACHMENT II

10

concerns.
B. Professional employees must comply with the directives given to them.
3. Insofar as any determination of the institutional chief executive officers or their designees might
give rise to a grievance within the meaning of applicable collective bargaining agreements
or policies, professional employees may invoke their respective grievance procedures to
challenge such determinations.
4. The chief executive officers of the institutions and the Executive Director and CEO of
the Board of Regents are subject to sections 1 through 3 of this policy to the same extent
as are any other professional employees of the Board. The provision of this section state
additional, substantive requirements applicable to the chief executive officers of the
institutions and the Executive Director and CEO, and they establish procedures to be
followed whenever a chief executive officer or the Executive Director and CEO is required to
disclose a potential conflict, to obtain permission, or to accept direction in such matters. This
section also allows for limited review of decisions affecting chief executive officers or the
Executive Director and CEO rights under these policies.
A. The institutional chief executive officers and the Executive Director and CEO shall
not accept without prior authorization, any outside appointment to the board of a forprofit entity, whether compensated or not, that might reasonably be thought to
influence the discharge of their executive duties on behalf of the particular school,
university or system.
1. Any request for permission to serve on a for-profit board shall specify the number
of meetings per year and days per meeting that will be required for such service.
a. Authorization to accept an appointment to a for-profit board, whether compensated
or not, does not authorize the use of institutional time, equipment, personnel,
facilities or resources for such purposes. Appropriate leave must be taken for
absences of one day or more for purposes of the for-profit board.
2. The Board President or the Executive Director and CEO may authorize acceptance
of appointment to a for-profit board if the annual compensation for the directorship is
less than the total compensation approved by the Board for its most highly
compensated executive; a directorship involving greater compensation may be
accepted only with prior authorization by the Board.
3. The Board may make exceptions to the standards and practices ordinarily required
under this policy where, in its discretion, circumstances justify such departures to serve
what it deems to be the best interests of the particular school or university or the system.
B. Whenever this policy requires a chief executive officer or professional employee to make
a disclosure or to request permission, institutional chief executive officers shall submit the
required disclosure to the Executive Director and CEO, and the Executive Director and
CEO shall submit the required disclosure or request to the President of the Board.
C. The Executive Director and CEO shall exercise the authority provided for under § 2, above,
with respect to curtailment or termination of endeavors undertaken by chief executive
officers, and the President of the Board shall exercise such authority over the Executive
Director and CEO.
Conflict of Interest
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D. If a chief executive officer or the Executive Director and CEO believes that a directive
issued under ¶ C of this section misapplies, misinterprets or violates a specific term or
condition of Board policy, he or she may submit the matter to the President of the Board,
who may attempt informal resolution of the complaint. If the President of the Board elects
not to attempt an informal resolution, or if an informal resolution cannot be reached, the
President shall appoint a hearing officer to review the dispute and to forward a
recommendation to the Board for final action.

FORMS / APPENDICES:
None

SOURCE:
BOR June 1997; BOR December 2002; BOR June 2005; BOR March 2006; BOR October
2010; March-April 2016.
Conflict of Interest
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SOUTH DAKOTA BOARD OF REGENTS
Policy Manual
SUBJECT: Tuition and Fees: Special Course Types
NUMBER: 5:5:3
A. PURPOSE
To identify course types outside the standard delivery and to establish the tuition rate assessed
for such courses.
B. DEFINITIONS
1. Audited Course: A course in which a full-time or part-time student at a Regental
institution enrolls but chooses not to receive a grade or credits.
2. Independent Study: A course in which a student completes an individualized plan
managed by a supervising faculty member in conjunction with the student’s goals.
3. Correspondence Course: A course in which students receive lessons and assignments in
the mail or by e-mail and returns the completed assignments in order to receive a grade.
4. Externally Supported Course: A course for academic credit sponsored by a third-party,
including but not limited to groups, governmental agencies, businesses, associations,
Regental campus entities financed by grant funds, and other entities.
5. Visited Course: A course in which a person who is not currently admitted or enrolled in
a Regental institution may participate in the course without receiving academic credit.
C. POLICY
1. Special Course Types
1.1. Audited Courses: Courses may be audited for no credit. The audit fee assessed for
students and employees is the established tuition and fee rate.
1.2. Internet Courses: All internet courses offered shall be assessed the off-campus tuition
rate.
1.3. Independent Study Courses: All independent study courses offered on campus shall
be assessed the on-campus tuition rate and fees. All independent study courses
offered off campus shall be assessed the off-campus tuition rate.
1.4. Correspondence Courses: Correspondence courses shall be assessed the off-campus
tuition rate, regardless of the location of the student.

Tuition and Fees: Special Course Type
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Externally Supported Courses: Use of this special off-campus rate for either
undergraduate or graduate courses requires approval from the System Academic
Officer.
1.5.1. Use of this rate has been approved for courses supported by Title II, Part A,
Improving Teacher Quality State Grants.
1.5.2. Use of this rate for other courses must be approved by the System Academic
Officer before the course is advertised.
1.5.3. The third party must pay for the instructor's salary (see BOR Policy 2:13 and
COHE agreement), course materials, and travel expenses for the instructor.

1.6. Visited Courses: Participants in the Class Visitor Program will be assessed a charge
for each course they visit. Participants in this program will not be admitted to the
system and will not be enrolled in the class(es) visited. The Class Visitor Program
will be considered a non-credit offering and will be so administered.
1.7. Nursing Courses: All nursing program courses, including support courses and
internet delivered courses, are to be charged the on-campus tuition rate. Nursing
program courses delivered off-campus shall be charged on-campus tuition, nursing
delivery fee, and nursing program fee.

FORMS / APPENDICES:
None

SOURCE:
BOR October 2004; BOR April 2007; BOR June 2011; BOR October 2017; July 2019 (Clerical).
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SOUTH DAKOTA BOARD OF REGENTS
Policy Manual
SUBJECT: Protection of Social Security Numbers
NUMBER: 5:14
A. PURPOSE
To protect personal information of all members of the regental community. The Federal
Privacy Act of 1974 provides guidelines regarding state agency requests and stewardship of a
social security number. This policy addresses the collection, storage, use, and disclosure of
social security numbers (“SSNs”) for all students, faculty, staff, and other officially associated
individuals.
B. DEFINITIONS
None
C. POLICY
1. Collection and Use of Social Security Numbers
SSNs shall be lawfully collected and used for the following purposes:


Employment or Other Appointment – SSNs are required of all university employees
for matters such as, but not limited to, tax withholding, FICA, Medicare, or travel
reimbursement. SSNs are also required on a W9 if no EIN number is available from
a consultant or vendor.



Federal Financial Aid – SSNs are required for all students applying for student
financial aid through the use of the Federal Free Application for Student Assistance
(FAFSA). Students must also provide their SSNs when applying for student
educational loans.



Tuition Remission – SSNs are required for state reporting of taxable tuition remission
benefits received by employees and graduate assistants.



Benefits Management – SSNs may be required for verifying enrollment, processing
and reporting of benefit programs, such as veterans’ programs, medical benefits, and
health insurance claims.



IRS Requirements and Reporting Purposes – SSNs are required for federally required
reporting of all Internal Revenue Service (IRS) programs associated with all taxable
and non-taxable scholarships, grants, and tuition payments. SSNs are also used when
reporting earnings, payments to vendors, and on other IRS correspondence.

Protection of Social Security Numbers
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Information Exchange – SSNs may be used as student identifiers for the exchange of
information from student academic records between appropriate institutions and
agencies, including other colleges and universities or certification and licensure
programs.



Volunteers – SSNs are required for all volunteers in the system for the creation of an
individual identification number in the HR/FIS system for matters such as, but not
limited to, workers compensation coverage, public entity pool for liability (PEPL)
coverage through the State of South Dakota, and the use of fleet vehicles.

2. Protection of Social Security Numbers
SSNs shall not be routinely used as personal identifiers.
2.1. SSNs shall not be used for regular identification or routine personal authentication
purposes. A unique individual identification number is to be assigned permanently to
each individual associated with the system in the form of a student ID or employee
identification number. This number shall serve as the alternative to the SSN.
2.2. SSNs shall not be displayed or encoded on identification cards.
2.3. SSNs shall not be displayed or used in other mediums as part of other procedures that
violate this policy.
2.4. SSNs collected for authorized purposes shall be transmitted, stored and processed in
a secure manner using best higher education practices and encrypting when possible.
2.5. Physical and digital transfer of SSNs should utilize a confidential or encrypted process
whenever possible. Reports containing SSNs should always be encrypted and
destroyed when no longer needed.
2.6. If individuals offer their SSN over the phone, they should be used to populate
approved paper forms or captured in provided software systems. Any other written
forms of the SSN should be destroyed when the intended use is complete. Never share
SSNs with others via text or e-mail.
2.7. Secure means to obtain SSNs will be performed utilizing university provided software
systems and tools, face-to-face with an authorized employee, or via postal mail on
university letterhead whenever possible.
2.8. Universities may use the last four digits of the SSN as a means of identification or
verification of an individual’s identity.
3. Access and Control of Social Security Numbers
3.1. Access to SSNs shall be limited to authorized individuals for authorized purposes.
The institutions shall not disclose an individual’s SSN to anyone outside the System
except as allowed by law or upon proper written permission of the individual.
3.2. SSNs may be used in conjunction with student and employee records academic,
personnel or other affiliated records within the BOR computer systems and systems
managed by the universities in compliance with security standards set by the CIOs,
SDBOR and in accordance with state and federal law.
Protection of Social Security Numbers
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3.3. The offices that have permission to use the SSNs for legal purposes are also
responsible for ensuring proper storage and handling of SSNs following policies that
are in compliance with security standards set by the CIOs, SDBOR and in accordance
with state and federal law.
4. Misuse of Social Security Numbers
4.1. Anyone aware that SSNs are being used in violation of this policy should report it to
the System Chief Networking and Security Office, the local CIO, the human resource
officer, or head of department that is legally authorized to use SSNs.
4.2. Any employee storing or processing SSN information on an unauthorized system by
unauthorized means (unapproved applications, script, file transfer, etc.) may be
subject to disciplinary action consistent with CSA guidelines and regulations or BOR
Policy 4:4 – Administrators, Professional and Student Employees (Non-faculty
Exempt) Code of Conduct/Misconduct Policy; and, BOR Policy 4:14 – Faculty
Discipline and Disciplinary Procedures. and the COHE agreement.

FORMS / APPENDICES:
None

SOURCE:
BOR December 2017.
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